Acnix

ANIX CERTIFICATION FOR COZYSTACK

MaTtepuanbi K 3k3ameHy CCF

CeMb YPOKOB U LUNapranka — POBHO TO, YTO crnpalumBaeT ak3ameH Cozystack
Certified Fundamentals.

1 N3 yero cobpaH Cozystack

2 TeHaHTbl M goCTyn

3 KaTanor ynpasnsemMbix CEPBUCOB

4 BupTyanbHble MaLUMHbI

5 Cetn

6 HabnopgaeMocTb U pe3epBHbIe KOMUK
7 Kak aTo Boobule paboTaer

8 LWnapranka

Pycckoe nsganue - 2026-10
aenix.io/ru/certification/materials/



1. U3 yero cobpaH Cozystack

Tpwu cnos, 4YeTbipe BapuaHTa YCTaHOBKU 1 NoYeMy nnatpopmMa — 3TO NPOCTO eLé OaunH

Habop obbekToB Kubernetes.

Ha4yHEM c Bonpoca, KOTOpbI Ha ak3aMeHe 3a4atoT Yalle Noboro Apyroro: YTo Takoe

Cozystack no cBoei npupope? He «ans Yero oH», a UMEHHO U3 Yero caenaH.

OTBeT KopoTKuiA: aTo Kubernetes, koTopoMy 0o6aBunm HoBble TUMbl 06beKTOB. He dopk,
He HaaCcTponka Haf Yy>xum API, He oTaoenbHbI cepBep ynpasneHusa. Korga Bbl npocuTe
nnatdopmy 3aBecTu 6a3y AaHHbIX, Bbl CO30aETe 0OBbEKT — TaKOM Xe, KaK rnof, unm
CepBUC, TONbKO Ha3blBaeTCs OH Postgres. [lanblue 3a HUM cneguT nporpaMmmMa-onepaTop

W genaet BCE ocTalibHoe.

DTO CTOUT YNIOXNTb B rOJIOBE [0 BCEro NMpo4Yero, NoTOMy YTO M3 3TOro cnenyet NovTn BCE
ocTanbHoe. PaboTaeT kubectl? PaboTtaeT. PaboTaeT Terraform? PaboTaeT. Npaea

pa3patotca 06biyHbiM RBAC? [1a, 06bIYHbIM.

Tpu cnosa

Mnatpopma cobpaHa U3 TPEX aTaxen, N nyTaTb UX NOPSAOK — camMas YyacTas owmnbka Ha

3K3aMeHe.
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Talos Linux — onepauuoHHag cuctemMa y3nos (node OS). E€ 0cOBeHHOCTb B TOM, YTO Y
HEeEé HeT KOMaHAHOWN CTPOKN: HM SSH, HM KOHCONW, HXN MaKeTHOro MeHeayKepa.
HacTpauBaeTcsa oHa geknapaTuBHO, Yepes ceoit API: Bbl oTnpaBnseTe onnucaHme
»KenaemMoro cocTosHus, y3en npuesogmTt cebs K HeMy. KopHeBas ¢ainoBas cuctema npu

3TOM TOJIbKO ON14d YTeHUs.

[na agMuUHUCTpaTopa, NPUBbIKLLErO 3aATU Ha cepBep U YTO-HMOBYAb NOMpPaBUTb, 3TO
rnoHavany HeyoTHO. CMbICN B ApYroM: ec/iv 3aiTu 1 NonpaBuTb HeMb3s, TO U COCTOSHUE
y3na He pacrnonsaercs co BpeMeHeM. [1Ba y3na, cobpaHHbie Mo 0gHOMY OMUCaHUIo,

OCTaHYTCa OAMHAaKOBbIMU Yepes3 roa.

CTaBaT Npu 3TOM He CTOKOBbIV Talos, a co6CTBEHHbI 06pa3 nnaTtdopMmbl: B HEMO
pobasneHbl Moaynu aapa DRBD — Ha HEM pepxuTtca pennukauma LINSTOR — n ZFS. B
06blYHOM 0b6pase ux HeT.

Kubernetes — ynpasnsowmii knactep (management cluster), KoTopbiin paboTaeT NoBepx

Talos. O6bIYHbIN, HE NepenenaHHblin: ToT xe API, Te Xe KoHTponneps.bl.

34ecb Nnerko cMellaTb ABa PasHbIX NOHATUA. YNpaBnsaoLWmMn Knactep OAnH — 3TO M eCTb
nnatdopma. A Knactepbl, KOTopble 3aKa3biBaloT TeHaHTbI (tenant clusters), — yxxe eé

NPOAYKT: UX YNPaBNaoLLMA c/iol paboTaeT NogamMu BHYTPU yNpasnsoLLero knactepa.

Cozystack — Habop KOMMOHEHTOB, YCTaHAB/IMBAEMbIX B 3TOT KnacTtep. IMEHHO OHM

006aBNAOT HOBble TUMbl 0ObEKTOB M CNeaaT 3a HUMWN.

YcTaHOBKa B TpU 3Tana

OK3aMeH crnpawmnBaeT He KoOMaHObl, a NMopAanoK N CMbICJ1 3TaMnoB.

1. Talos Ha y3nax. MalwuHbl 3arpyxatoTca ¢ obpasa nnatdopMbl U NONyYaoT MaLLIMHHOE
onuncanme. Cnocobos Tpu: boot-to-talos — ycTaHOBLUUK NMLET Talos Ha AUCK U3 yXe
3anyuieHHoro Linux, 3arpyska c ISO n ceteas 3arpyska PXE. PXE nepxaT aBa
BPEMEHHbIX KoHTelHepa: Matchbox otnaét o6pas no HTTP, dnsmasq pa3sgaér DHCP
nTFTP.

2. Kubernetes. /13 aTux y3noB cobupaeTtcs ynpaBnsoLnin knactep. PekoMeHa0BaHHbIN
MHCTPYMeHT — Talm, cobCcTBEHHbIM MeHeaxXep KoHourypaunii Talos ¢ wabnoHamu B

ayxe Helm.



3. Cozystack. B knactep ctaButcs cama nnatdopma, ganblie oHa pa3BopaynBaeT CBOU
KOMMOHEHTbI cama. CTaBdT €€ 4YapToM cozy-installer B NPOCTPAHCTBO MMEH cozy-
system, a 3aTeM npumeHsaoT oanH YAML — Platform Package. 310 eguHcTBEHHas
TOYKa HaCTPONKKN: oOMeH NnaTtdopMbl, agpec apiserver, AnanasoHbl agpecoB 1

BblOpaHHbI BapUaHT YCTaHOBKMU.

TpeTui atan ycTpoeH ntobonbITHO: NnaTdopMa He yCTaHaBNIMBAET KOMMOHEHTbI MO
CMUCKY, a ONNCbIBAET XenaeMblit cocTas 1 nepepacet ero FluxCD. Janbuwe Flux cam
NPMBOANT KNAcTep K ONMCcaHMo U NpoaonXaeT cneanTb, YTobbl COCTaB He pacxoguscs.

O6HoBNeHMe nNnaThopMbl — 3TO CMEHA BEPCUN B ONMMUCAHUK, a He nepecbopka pyKamu.

Kaxxapii KOMMOHEHT nnaTdopMbl Flux cTaBuT oTaenbHbIM PeIn3oM — 06bekT
HasblBaeTca HelmRelease, B KOMaHAax cokpatllaetcsa Ao hr. MoaTomMy Bonpoc «BcTana v

nnatdopma» — 3TO BOMPOC O penusax, a He o Nnoaax:

kubectl get hr -A

Bce B cocTositHMM READY True — YCTaHOBKa 3aBepLUEeHa.

YeTbipe BapmMaHTa YCTaHOBKMU

MnatdopMy CTaBAT HEe LLeNIMKOM, a OgHUM U3 YeTbIpEX HabopoB. Ha3BaHna Hago 3HaTb
OOCJ/IOBHO — 1 BOT NOYEMY 3TO He npugmpka: B Bepcun 1.5 nx nepeMMeHoBann, a ctapblie
nMeHa (paas-full, distro-full 1 NogoOHbIE) OCTANNCh XUTb B YyXMX CTATbsIX.

MepenyTaTb nerko.

BapuaHT YTto 31O Korpa Baw cnay4van
isp-full BCs nnatpopma Ha Talos CBOE Xene30, HY>XHO BCE cpasy

Knactep yxe ecTb: k3s,

isp-full-generic TO Xe, HO Ha 4Yy>XoM Kubernetes
kubeadm, RKE2

nnatdopMeHHble cepBuchl 6e3 NoBepX ynpasnsieMoro
isp-hosted CeTun, XpaHunuLia n Kubernetes, roe cetb 1 AnNCkun
BUPTYanusaumu Jan nposangep
defaul TONbKO NCTOYHMKN MaKeToB, cobupaeTte nnathopMy camu,
efault
HUYEero He BK/IHOYEHO KOMMOHEHT 3@ KOMIMOHEHTOM



3anoMHUTb Npolle Yepes oaHy ¢pasy: isp-full — BCE Ha Talos, -generic — TO Xe Ha
Apyrux guctpubyTtumeax, -hosted — ToNbko NnatpopmMa, MHGPACTPYKTypa CHU3Y YyxKas,

default — C Hyna 1 Bpy4HyIo.

BbibupatoT oanH pa3s, npu yctaHoBke. CMeHUTb Habop Ha paboTatoulen nnatdpopme — 370
He nepeknyaTenb, a NepeycTaHoBKa.

BapuaHT 3agaéTt cocTaB Nno yMOn4YaHuio, a TOHKas HacTporka MaET naketamm (package).
Kaxkabih KOMMOHEHT NnaTdopMbl — NaKeT C UMEHEM BUAa cozystack.<KOMMNOHEHT>, U

MOCMOTPETb NX COCTOAHNE MOXHO OJJ,HOVI KOMaH,D,OVI:

kubectl get package

MopnpaBuTb Habop gatoT ABa kntova B Platform Package: bundles.enabledPackages
nobaBngeT nakeTbl CBEPX BapuaHTa, bundles.disabledPackages — ybupaet. OroBopka,
KOTOPYIO CMpaLUMBatoT: OTK/IOYaTb NaKeTbl MOXHO TONIbKO A4,0 YCTaHOBKU. C paboTatoLuen

nnatdopMbl KOMMOHEHT Tak He CHUMeTCa — ybupaTb NpuaeTcs pykamm yepes Helm.

N3 yero oHa coctouT

KOMMOHEHTOB MHOI0, HO Ha 3K3aMeHe CrpalunBaloT, KTO 3@ YTO OTBeYaeT, a He MOJIHbIN

cnucok. [lep>XxuTe B rosioBe Takylo KapTy:

3apauva KomMnoHeHT
BupTyanbHble MallWHbI KubeVirt

YNpaBnaooLwmii CIoM TEHAHTCKMUX KN1acTepoB Kamaji

[InckoBoe xpaHunuLle LINSTOR / DRBD
O6bekTHOe xpaHunuue (S3) SeaweedFS
CeTb nogoB Cilium

Cetb TeHaHTOB, VPC Kube-OVN
BHelWlHMe agpeca MetallLB



3apava KoMnoHeHT

MeTpukun VictoriaMetrics
KypHanbl VictoriaLogs
Mpadukm Grafana
[locTtaBka KoHbUrypaumm FluxCD

Bxopg no y4éTHbIM 3anncam Keycloak

CTpoky npo Kamaji cTouT 3anoMHUTb OTAENbHO: OH NOAHUMAET YNpPaBsIoLLmMiA C/oN
TEHaHTCKMX KNacTepoB noaamMu npsmo B ynpasnsiolLeM KiacTepe — oTAe/bHbIX MallnH

nop, MacTepa TEHAHTY He Haao.

ObpaTtuTe BHMMaHMe, Yyero B crimcke HeT: Prometheus n Loki. x yacTo nogctaBnstoT B
BapMaHTbl OTBETA KakK JIOBYLLKY — METPUKKN 1 XYpHarbl 3gecb cobupatot VictoriaMetrics
n VictoriaLogs.

YTO HY)XKHO OT XKenesa

Lindpbl cnpalumBaloT gOCAOBHO, Tak YTO MUHMMAanNbHbIKM NPodunb NPUOETCA Bbly4YNTb Kak
eCTb: TPU y3Na, Ha Kaxaom 8 apep, 24 I'b namatn n gBa aucka — 50 'b cucTeMHbIN K
256 'b nop, paHHble. [1Ba AMcKa 34eCb He NpuxoTb: BTopoi otaaétca noa LINSTOR.
MeHbLUe TPEX Y3/10B HE AAET OTKAa30YCTOMYMBOCTM HU XPAHUINLLYY, HX YNpaBnaioLWwemMy

C/iolo.

CeTb HOpMUPOBaHa He cnabee: BCe y3/bl B OAHOM cerMmeHTe L2, 3apepkka Mexay HUMn

— MeHbLue 10 Mmc no BpemeHn obpaueHuns (RTT).

Ecnu y3nbl camn BUpTyasnbHble — cTeH B VSphere nam Proxmox, — BKoYnTe
B/TIOXKEHHYO BMpPTyanusauuio n npobpoc dnaros npoueccopa. Ha xxenese aTo He Hy>HO.
[JoMallHUI CTEHA MO 3TOMY MUHUMYMY — 3aKOHHbIN cnocob nponTun Becb getting-started

LLleJIMKOM.

Mnatdopma cobpaHa. Janblue eé Hago Mexay KeM-To NoaennTb — 3TUM U 3aMETcH

cneayoLwun ypok.



YTO cnpocaT Ha 3K3amMeHe

Mopapok cnoés cHU3y Beepx: Talos - Kubernetes - Cozystack.

YTto Talos ynpaensetcsa yepe3 APl n He nmeeT SSH, a KopeHb JOCTYMNeH TObKO

Ha YTeHune.

YTto nnatdopma pacwmpaeT Kubernetes ceommuy Tunamm o6beKTOB, a HE

3aMeHseT ero.
HasBaHua YeTblipéx BapnaHToB ycTaHoBKM (bundles) — pmocnosHo.

KTo 3a yTo oTBevaeT: KubeVirt, LINSTOR, SeaweedFS, Cilium, Kube-OVN,
MetallLB.

Yto MeTpukun xpanuT VictoriaMetrics, a He Prometheus.

YT1o Kamaiji oep>XxnT ynpaBnaioLnin co TEHaHTCKMX KNacTepoB nogamMum B

ynpasndroLweM KrnacTtepe.

Yem ynpaBnsgowmin knactep (management cluster) otnnMyaeTcs oT TEHAHTCKMX

KflacTepos.

YTOo nakeTbl Ha3blBalOTCA cozystack.<KOMMOHEHT>, CMMCOK AAaéT kubectl get

package.

Knto4un bundles.enabledPackages 1 bundles.disabledPackages, oTKNo4YeHne —

TOJIbKO A0 YCTAaHOBKMW.

YT1o Talm — peKkoMeHO0BaHHbIN MHCTPYMEHT HavanbHOM HacTponkn Talos u

cbopku knacrtepa.
3aueM nnaTtdopme cBon obpas Talos: moaynu sapa DRBD u ZFS.

Cnocobbl yctaHoBkM Talos: boot-to-talos, ISO, PXE (Matchbox otoaért o6pas,
dnsmasg — DHCP u TFTP).

YT10 nnatdopMy CTaBUT cozy-installer B cozy-system, a HacTpauBaeT Platform

Package.

MuHuMyM xenesa: 3 yana, 8 anep, 24 I'b, ancku 50 n 256 I'b, oguH cerMeHT
L2, 3apepxka oo 10 mc.

YTO roTOBHOCTb YCTAHOBKM MNPOBEPSOT MO COCTOsAHUIO penm3oB FluxCD.

MopgpobHee: 0630p NnaTdopPMbl - YCTaHOBKA - MepPBbIe Warn



https://cozystack.io/docs/v1.6/
https://cozystack.io/docs/v1.6/install/
https://cozystack.io/docs/v1.6/getting-started/

2. TeHaHTbI M gocTyn
Kak rlnachopMa oennT cebs MeXxay TeHaHTaMu, OoTKyaa 6epyTCﬂ KBOTbI U NMOYEMY TEHAHT

— 9TO He MNMPOoCTO hamespace.

BTopas no Becy Tema ak3aMeHa — U, Noanyi, caMas nonesHas Ha npaktuke. Ecnu
nepBblil yPOK 06bACHSAN, U3 Yero nnatdopmMa cobpaHa, TO 3TOT — Kak OHa AeNnTCS Mexay
noabMuU.

TeHaHT — 3T0 06BbEKT, a He nanka

B npusblyHOM Kubernetes nsonaumsa HayMHaeTca 1 3akaHYMBaAETCA NMPOCTPAHCTBOM UMEH.
30ecb MHayve: TeHaHT (tenant) — 3To 06beKT NnaTdopPMbl, 1 CO30aHNE ero BMEYET 3a

coboi uenbln Habop NocneacTBUi.

3aBoauTe Bbl €ro Tak Xe, Kak BCE ocTaslbHOeE:

apiVersion: apps.cozystack.io/vlalphal
kind: Tenant

metadata:
name: acme
namespace: tenant-root

MnaTdopmMa B OTBET CO30AET NPOCTPAHCTBO UMEH (namespace), pa3naéT npaea, BellaeTt
ceTeBble NOMUTUKKU, 3aBOOUT KBOTbI U, €C/IM NOMNPOCUIN, MOAHUMAET BHYTPU COBCTBEHHbIN

MOHUTOPUHI N XpaHUULLE.

330HO TEHaHT noJsly4yaeT CBOM OOMEH, U COOUpaeTCa OH MO NMPaBUNY <UMA> . <[OMEH
pooutena>. MNnatdopma XMBET Ha cloud.example.com — 3HAYUT, y TEHaHTa alpha byaer
alpha.cloud.example.com, a 'y ero pebéHka beta — beta.alpha.cloud.example.com. [pn

HeO6XOﬂMMOCTMﬂOMeHﬂepeOﬂpeﬂeﬂﬂDTprqHYD.

TeHaHTbI BK1agbiBaloTCcs Apyr B gpyra

BoT 4TO OoTIM4aeT aTy MofeNb OT MJIOCKOro Crnncka nNnamespace: TeHaHTbl o6pa3y+0T

[OepeBo.



tenant-root
KOpeHb NnaTgopMb!

s A
tenant-acme tenant-beta
L KIINEHT ) KNNEHT
r N
tenant-acme-dev
OoTOen KNneHTa

TeHaHT XUBET BHYTPU poantens. MiMa npocTpaHcTBa UMEH CKNaablBaeTca 13 criosa tenant- u
NMEeHMN.

MpaBMNO UMEHOBaHUS CNPALUMBAIOT, U OHO YYTb XUTPEE, YEM KaXeTCs: UMS
NPOCTPaHCTBa MMEH cobupaeTca U3 cnosa tenant- 1 BCei LLENOYKU NPeaKoB Yyepes

peduc, Kpome KOpHS.

MyTb TeHaHTa MpocTpaHCTBO UMEH

root/acme tenant-acme

root/alpha/beta tenant-alpha-beta

root/a/b/c tenant-a-b-c

KopeHb B Mg He nonagaet — tenant-root-alpha-beta 6y,El,eT HEBEPHbIM OTBETOM.

OTclofia e orpaHuyeHne Ha UMeHa: peduc B UMEHU TEHaHTa 3anpeLéH, NoToOMy YTo
OH 3aHAT Nof pa3nenuTenb NpeakoB. TeHaHT acme-dev He CYLLECTBYET — CYLIECTBYeT dev

BHYTPM acme, U XXMBET OH B tenant-acme-dev.

B camoM 06bekTe oTM ABa MMEHN NexXaT B pasHbIX Nongx, N UX pasnuyme Toxe
crnpalwmBatoT: metadata.namespace — MPOCTPAHCTBO UMEH POAUTENS, TaM U NIEXXUT caMm
CR, a cobcTBEHHOE NPOCTPAHCTBO MMEH TeHaHTa nnatdopma 3anncbiBaeT B
status.namespace. OTcloga 1 cnocob nepevyncnutb geten — kubectl get tenants -n

tenant-alpha nokaxeT CR-bl, cO3gaHHble BHYTPM alpha.

3a4yeM 3TO HYXHO: npOBaVu:l,ep OTLAET KNMEHTY TEHAHT, a TOT AENUT ero Mexny CBoMMun

oTAeNnaMm — 1 He NPUXOANT K NpoBanaepy 3a KaXabiM HOBbIM OKPY>XXEHUEM.



YTO HacnegyeTcs, a YToO BK/IlOMaeTco

Y TeHaHTa eCcTb POBHO YETbIpe NepeksoyaTens, N Ha dK3aMeHe crnpalmBatoT Ux
OyKBanbHble MMeHa: etcd — cBoW knacTtep etcd, monitoring — CBOM MOHUTOPWUHT,
ingress — cBOW KOHTposnep Bxogdawero Tpaduka c TLS, seaweedfs — cBOE 06beKTHOE

XpaHunuwe S3. Kaxkabl1 MOXHO BKIOYNTb MW OCTaBUTb BbIK/TKOYEHHbIM.

KntoueBas MbIC/ib, KOTOPYIO NIOBAT NPOBEPSATb: €C/IN CEPBUC BbIK/TIOYEH, TEHAHT
nogHUMaeTcs BBepX No Aepesy A0 6anxalwero npenka, y KOToporo oH BK/IIOYEH. He
0693aTeNlbHO 00 POAUTENS U He 0693aTeNbHO A0 KOpHA — A0 6nuxaliliero. He octaérca
6e3 Hero, a Hacnenyet. TeHaHT 6e3 CBOero MOHUTOPUHIa LWIET METPUKN B MOHUTOPUHT

poauTens; TeHaHT 6e3 CBoero XxpaHunuiia KnagéT ¢pannbl B poamTenbckoe.

BkntoyaTb CBOE MMEET CMbIC, KOTrAa HY>XHa HacToALLLaa N30onsauma — Hanpumep, KIMeHT
He O0/KEH BUAETb Yy)KMe METPUKM Aaxe TeopeTndecku. MNnata 3a aTo — pecypchbl:

KaXkablii BK/TIOYEHHDIM CEPBUC 3TO pearnbHO paboTatolime NpoLecchl.

KBOTbI M nepenognucka

TeHaHTy Ha3HayaloT Npeaen no npoLeccopam 1 NamaTu:

spec:
resourceQuotas:

cpu: 16
memory: 32Gi

Pa3Mep pecypcoB 3a4atoT NpeceToM (preset) B popmaTte <cepua>.<pasmep>. Cepus
3aKpennsgeT cooTHoLleHMe npoueccopa K namatu: t1 — 1:0.5, c1 — 1.1, s1 — 1:2, vl —
1:4, m1 — 1:8. Pa3amMepbl nayT OT nano A0 4xlarge, Tak YyTo ul.medium — 3TO

YHUBepcanbHaa cepus cpegHero pasmMepa.

Ecnn psgoM ¢ npeceToM SIBHO HanucaH 6nok resources, nobexaaeT OH:

resources:

cpu: 4
memory: 8Gi

M nosywiKa, pagn KOTOPOW BCE 3TO U CNpPaLIMBalOT: NPeceTbl TEHAHTOB U NMPUIOXKEHNN —
He TO )Xe caMoe, 4YTo Tunbl ak3emnnsapos KubeVirt (instance types) ans BupTyanbHbix
MalLLKH ¢ cepusimn U, 0, CX, M 1 RT. CTpoka ul.medium gonyctuma B o6enx cucteMax u
03HayaeT pa3Hoe, Tak YTO CMOTPUTE, O KAKOM 06bekTe BOMpoC.
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A Tenepb TO, Ha Y€M CMOTbIKAOTCA NPaKTUYeCcKkn BCe, — nepenopnucka (overcommit,

cpuAllocationRatio, no ymonyanutio 10).

Pab6oTaeT oHa Tak: KOraa Bbl 3anyckaeTe HarpysKy C npeaenom B YeTbipe npoLieccopa,
nnatdopma NPoCUT y NNaHNPOBLLMKA He YeTbipe, a Npeaen, LeNéHHbIN Ha
K03pPULMEHT — TO eCTb YeTbipe AecaTbiX. FapaHTUpyeTca Manoe, a B34Tb Npu

HeobX04MMOCTM MOXHO MHOrO.

dopMyria KopoTkas, U €€ CTOUT 3aNOMHUTb JOC/IOBHO:
3anpoc = npepen + cpuAllocationRatio

CMbICN B TOM, YTO NPUIOXKEHMA NOYTN HUKOTAA He NoTpebnsaoT cBon nNpenen. PasgasaTb
rapaHTUM MO BepXHeM NnnaHke 3Ha4YnUT Aep>KaTb NOJIOBUHY Xefne3a npocTanBaiollen. Ho
ec/n Npo KO3 PULIMEHT He 3HATb, MOBeAeHMe NNaHUPOBLLMKA KaXkeTcs 6eCCMbICNIEHHbIM:

Monpocunn 4YeTblpe aapa, a 3ape3epBmMpoBaHO MEHbLLE MOI0OBUHbI OOHOTIO.

Ba)kHO, roe XMBET 3TOT KO3DDULMEHT: OH HacTpauBaeTCs Ha ypoBHe Bcen nnatdpopmbl,
a He B OTAEeNbHOM TeHaHTe. OQMH Ha BCeXx — CBOWMCTBOM TeHaHTa ero B BapuMaHTax OTBeTa

He Ha3biBauTe.

N3onauus

Mo ymMonyaHUIo TEHaHTbI APYr Apyra He BUOAT: CETEBble NOMNTUKM 3anpeLLatoT XoanTb
MeXay NPOoCTpaHCTBaMM UMEH. M 3To He nepektoYvaTenb — OTKAOUYUTb U30NALUI0
Henb34. Onar isolated cyuwectBoBan ao sBepcun 1.0 n ybpaH; ecnm oH nonageTcs B

BapuaHTax OTBeTa, 3TO JIOBYLLKA.

OTpe3saHbl Noabl He ToNbko OT coceaelt. 1o yMONYaHMo OHN He J0CTyYaTCs HU A0 Kube-
apiserver, H4 00 cO6CTBEHHOMO etcd TeHaHTa. Hy)KeH JOoCTyn — ero oTKpbIBaloT

TOYe4yHO, MeTKaMn Ha rnopae:

policy.cozystack.io/allow-to-apiserver: "true"

policy.cozystack.io/allow-to-etcd: "true"

3HavyeHMe — CcTpokKa "true", 1 9TO TOXe CrnpalUMBaloT.

Kak nogu nonapgaloT BHYTpPb

Tpwu NyTH, U 3TO TOXE CrpallunBatoT.
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Oawbopa — Beb-uHTEpdenc nnatdopmbl. Bxoa yepes Keycloak, 1o ectb no

KOpMopaTUBHOM YYETHOM 3annUcK, a He Mo OTAe/IbHOMY Maporsito.

kubeconfig — ¢daiin gocTyna, KOTOpbIN BbIOAETCS TEHAHTY. BHYTpPKU HEro He cepTudmkar,
a BbI30OB BHELUHEN Nporpammbl: kubectl npmn nepeBomM obpalleHnn OTKpbIBaeT bpaysep, Bbl
BxoguTe yepes Keycloak, 1 BblgaHHbIN TOKEH AENCTBYET A0 UcTeveHuns cpoka. OTcroaa,

KCTaTn, Tpe60BaHVIe noctaBuTb kubelogin: 6e3 Hero kubectl He 3HaeT, KaK NOrmMHnNTbC4A.

Terraform — 10T e API, Tonbko onucaHnem.

OTKyna 6epéeTtcsa cam ¢pann KyokoHdura

FOTOBbIM painoM Ky6KOHOUI TeHaHTY He BblgaloT — ero cobupaeT agMUHNCTPATOP
nnaTdopPMbl CKPMATOM U3 AOKYMEHTaUMW. 3HaTb 3TOT CKPUNT HaMU3yCTb HE HYXHO, a BOT

M3 Yyero oH cobupaert ¢paiin — crnpalumnsaior.

Y KaX[ooro TeHaHTa B ero npocTpaHcTBe VMEH NEeXuT OJJ,HOVIMéHHbII7I CEeKpeET:. y TeHaHTa

alpha 970 cekpeT alpha B npocTpaHCcTBe tenant-alpha. CKpUNT OOCTAET OTTyaAa TPU

BeLlu:
. N3 kakoro
YTto 6eperca 3auem
nons
UM TEHaHT npeabsaenseTt cebs API-
TOKEH gocTyna token
cepBepy
cepTnduKkaT LeHTpa . no Hemy kubectl ybexgaeTcs, 4To
ca.cr .
cepTudmnkaumm cepBep HacToaLWwMM
MPOCTPAaHCTBO MMEH MO .
namespace yTOObI HE NMMCATb -n B KaXJ0W KoMaHae

YMO4YaHuto

Apnpec camoro API-cepBepa ckpunT BepEeT He N3 CeKPEeTa, a N3 Tekyllero KybkoHdura
agMUHUCTPaTopa, KOTOPbIA CKpUNT 3anyckaeT. toro gann cobmupaetcs n3 TokeHa, CA-
ceptudukaTa n agpeca cepsepa — 1 B 3TOM BapuaHTe HMkakoro Keycloak 1 Hukakoro

kubelogin He TpebyeTca: TOKEH yXe BHYTpu daiina.

OTclofa BaXxxHoe cneacTeme: KYOKOHGUIr TeHaHTa — 3TO CEKPET POBHO B TOM Xe
CMbIC/le, YTO U naposb. KTo nonyynn ¢ann, ToT Nony4Yun v npaBa TeHaHTa, 40 OT3biBa

TOKEHa.
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MpaBa BHYTPY TeHaHTa pasgatoTca 06bl4HbIMUM ponamu Kubernetes. Hukakoi oTaenbHoM

CUCTEMbI paspeLleHnii y nnatdopMbl HET, N 3TO OTBET Ha MOMYNAPHbIN BONPOC-/10BYLLKY.

TeHaHT 3aBe,D,éH, KBOTbI BblAaHbl, IOOWN BHYTPb NYyLWEHDbI. Ternepb MM Hafo YTO-TO

3aKa3aTb.

YTO cnpocAaT Ha 3K3amMeHe

e YTO TEHAHT — 0ObEKT NAaTOOPMbI, a HE MPOCTO NPOCTPAHCTBO UMEH.

e YTO MM NPOCTPaAHCTBA UMEH = tenant- M/OC LienoYka NpeaKos Yyepes aeduc,

6e3 KopHS.
e Y710 neduc B MMEHU TEHAHTA 3aNpeLLEH.

e YTO TEHaHTbl BKNaAbIBalOTCA APYr B ApYra, a BMOXEHHbIN CO30aETCa BHYTPU

poauTens.

¢ YTO BbIK/IIOYEHHDI CEPBUC HacnenyeTcs oT bnvKanliero npenka, y KoToporo oH

BK/TIOYEH, — He 006513aTeNnbHO OT poauTens.

¢ l[IMeHa 4YeTbIpEX NepekntoYaTesnien 0OCNOBHO: etcd, monitoring, ingress,

seaweedfs.
e YT0 IOMEH TeHaHTa cobupaeTcs Kak <uMsa>.<[OMeH POaUTENsa>.

e YTO metadata.namespace — NPOCTPAHCTBO MMEH poauTens, a status.namespace

— CBOE.

e Y710 KYO6KOHOUI TEHAHTa CKPUNT U3 OOKYMEHTauum cobmpaeT 13 TokeHa, CA-
cepTtudukaTa u agpeca cepBepa: nepsble Ba — U3 OOQHOMMEHHOIO CeKpeTa

TEeHaHTa, agpec — u3 KybkoHdUra agMMHUCTPATOpPA.

e ®dopmar npeceTtos <cepus>.<pasmep>: t1(1:0.5), c1(1:1), s1(1:2), u1 (1:4), m1

(1:8); pasmepbl oT nano go 4xlarge.
e YTO 9BHO 3a4aHHbI 610K resources NepekpbIBaeT npecer.

e YT0 NpeceTbl TeHaHTOB — He instance types KubeVirt (U, O, CX, M, RT):

ul.medium ecTb U TaM, N TaM.

e YTO0 3anpoc Harpysku = eé npeaen, AenéHHbIn Ha cpuAllocationRatio (no

yMmonyanuio 10).

e Y70 cpuAllocationRatio HacTpanBaeTcs Ha YpPOBHE NAaTPOpPMbl, a HE

OTAEe/IbHOro TEeHaHTa.
e YTO M30NALMI0 OTKIOYMTb HENb3s, a dnar isolated y6paH B Bepcun 1.0.

e lIMeHa MeTOK A0C/N0BHO: policy.cozystack.io/allow-to-apiserver n allow-

to-etcd, 3Ha4yeHNe — CcTpoKa "true".
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e YT0 BXxoa naeTt yepes Keycloak, a npasa — o06b14HbIM RBAC.

MoapobHee: TeHaAHTbI - 3KCMyaTaLma nnatGopmbl
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https://cozystack.io/docs/v1.6/guides/tenants/
https://cozystack.io/docs/v1.6/operations/

3. KaTanor ynpaensiemMmbiX cepBUCOB

Y70 MOXHO 3aKa3aTb Yy nNnaTtdopMbl, YTO MPOUCXOOUT NOCIIE HaXaTUa KHOMKU N NovYemMy

9TO BCerga oaunH U TOT Xe MeXaHN3M.

KaTtanor — 1o, pagu 4ero nnatpopmy o6bi4HO M 6epyT. BMeCTo «nocTaBbTe Ham

PostgreSQL» YenoBek OTKpbIBAET CMMCOK W 3aKa3biBaeT 6a3y, Kak 3akasblBaloT

BMPTYanKy.

YTO B cnucke

KaTanor nogenéx Ha YeTbipe rpynnbl, U1 HA 3K3aMeHe MX HasblBalOT no-aHrnMnckun: 6asbl

JaHHbIX Databases, obMeH coobuieHnaMn Messaging, NnaTthopMeHHble cepBuUchbl Platform

services, ceTeBble cepBuchbl Networking services.

Fpynna

Basbl gaHHbIX

O6MeH coobLeHnaMm

MnatdopMeHHble
CEepBUCHI

CeTeBble cepBUCHI

Mosnuun

PostgreSQL, MariaDB, MongoDB, ClickHouse, FoundationDB,
Redis, Qdrant

Kafka, NATS, RabbitMQ

Harbor, OpenBao, Bucket, Tenant, Monitoring, Etcd, Ingress

VPN, 6anaHcuposwmk TCP, kew HTTP, virtual-router, VPC

BupTyanbHble MawmnHbl 1 knactepbl Kubernetes »xuByT B ToM Xe rpynne API, Ho ak3amMeH

OTHOCUT UX K ApyrmMm gomMmeHam — BUpPTyann3aumn 1 MynbTUTEHaHTHOCTUN, — a He K

KkaTanory.

OpgHa no3numsa B nNnaTOOpPMEHHbIX cepBUCax yamensieT: Tenant — TOXKe NMPUTOXKEHNE

KaTasiora. Bno)xeHHble TEHaHTbl UMEHHO TaK U CO34at0TCsd — agMUHUCTPATOP

3aKasblBaeT JoYepPHUI TEHAHT U3 KaTanora, Kak 3akasan bbl 6asy.

Cnucok paCTéT OT BepCunn K Bepcunun, N 3ayvmBaTb €ro UesimkoMm He3a4eM. CI'IpaLIJVIBaI'OT

[pyroe — YTO BC€ OHU YCTPOEHbI OAUHAKOBO.
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OavH MexaHuU3M Ha Bcé

BOT 4TO CTOUT NOHATb OOMH pas3 n 6onblue He BO3BpaLlaTbCA.

Balw 3akas3 l HelmRelease l Onepatop l Mopbi

Flux passopa4mBaeT 4apT 13 yapTa, BedéT 6asy

6a3a paboTtaet

kind: Postgres

OauH 1 TOT Xe NyTb ang 6asbl, odepenu, BUPTYankn 1 Knacrtepa.

Bbl co3pnaéTte o6bekT. Mnatdopma 3aBoamuT Ha Hero HelmRelease, Flux pa3BopaumBaet
YyapT — a y>e 13 YapTa npuesxxaeT onepaTop, KOTOpbIi Aanblie 1 BeAeT Bally 6asy:
cneamT 3a pennukaumen, CHUMaeT Konuu, nepeknioYaeT raBHYIo KOMUIo Npu oTkase.

CBoux OBUXKOB 6a3 nnatdpopma He NuwieT — 6epET U3BECTHble onepaTopbl. X MeHa

cnpalwunBatoT:

CepsBuc Onepatop

PostgreSQL CloudNativePG

Kafka Strimzi

MongoDB Percona

ClickHouse Altinity

MopaaoK 3BeHbeB CTOUT 3aMOMHUTb UMEHHO TaK: orepaTop npuesaer U3 YapTa, a He

npenLwecTBYeT eMy.

OTcloga oBa NpakTUYecknx BbIBOAA, KOTOPble NonagatoT B BOMPOChI. [1epBbii: gawbops,
He pgenaeT HUYero 0CoO6eHHOro — Ha)xatne KHOMKM CobnpaeT POBHO TakOM Xe 06bekT U
oTnpaensiet ero B APIl. Bropoi: ecnu cepBuc He NogHANCA, CMOTPEeTb Hafo Ha

HelmRelease, a He ragaTb No nogam.
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Kakune Tunbl I'Ipl/lJ'IO)KeHMl;i BOOOLLE ecTb Ha KOHKPETHOM KJlacTepe, NnokKa3bliBaeT OaHa

KoMaHpa:

kubectl api-resources | grep apps.cozystack

Pesynbrat paboTtbl nnatdopmMa nuietT obpaTHO B caM 06bekT — B status.conditions. ¥
XXMBOIO NMPUIOXEHUsI TaM CTOUT Ready: True; €Cfin HE CTOUT — fdalblie No Leno4ke, K

HelmRelease.

Tpu NyTH K 0OQHOMY U TOMY XXe

Oawbopa — dopmMa ¢ nonamu. MNong 6epyTca U3 onmcaHusa NPUNOXXeHUs, NO3TOMY

CMNCOK NapaMeTpoB Bcerga CooTBETCTBYET Bepcun naatdopmbl.

kubectl — 10T XXe 06beKT TEKCTOM. STOT NyTb BaXXeH He NMOTOMY, YTO yaobHee, a MoTOMY,

YTO ONMMCaHNEe MOXHO OTPEBbLOUTDb, MOJIOXKNTb B Git n oTkaTUThb. KHOI'IKy OTKaTUTb HEJIb34.

Terraform — gns Tex, y Koro nHopacTpykTypa y>xe onncaHa um. OduumanbHbii

npoBanaep 30BYT cozystack/cozystack; UM CTOUT 3aMOMHUTb, €ro crpallnBatoT.

N obLiee ona Bcex TPEX NyTen npegynpexaeHue: kubectl delete Ha obbekTe
NPUNOXEHUS CHOCUT NPUNOXEHNE LeIMKOM — BMecTe C NnogamMu U AaHHbIMU.

OO6pallanTech C 3TOM KOMaHOOM Tak Xe, Kak ¢ yaaneHmem 6asbl.

YT0 3apaéTcs npm 3aKase

Ha6op nonen y Kaxgoro cepeurca CBOM, HO TP BellyM eCTb NOYTU BCerga.

Pa3mep (resourcesPreset) — CKOJIbKO pecypcoB AaTb. 3a4aéTca He YMcnamMn, a rOTOBbIM
HabopoM Bpoge tl.micro unu ul.medium: NnatdopmMa NoAcTaBNsSeT 3a HUM KOHKPETHbIE

3Ha4YeHn4.

XpaHunuuwe (storageClass) — CKOJIbKO MeCTa 1 Kakoro knacca. replicated gepxuT

HECKOJIbKO KOMUI Ha pasHbIxX y3nax, Local 6bICTpee, HO XMBET Ha OQHOM.

Monb3oBaTenu n 6a3bl — nnaTpopma 3aBOAUT UX camMa. IMeHHO noaToMy B daline

CXEMbl, KOTOprI7I Bbl MOTOM HaKaTbiBaeTe, HET KOMaH4 CO340aHnNA 0asbl 1 nosb3oBaTens:

OHW Yy>Xe BbIMOJIHEHDbI.
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Maponu nnatdopmMa reHepupyeT cama 1 KnageT B cekpeT. B gawbopae oH BUOEH Ha

BK/Iaflke Secrets y CaMOro NpuaoxeHus.

OTKa30ycTONUYMBOCTb He 6ecnnaTHa

3akasblBasi CepBuC, Bbl BbibMpaeTe uncno konuin. OgHa Konma — yy4ebHbIn cTeHn: y3en
YLWEN, cepBuC yLWEN ¢ H1M. [1Be n bosnblie — nnatdopmMa cama cneguT, KTO raBHbIN, U

nepeksoYaer npu otkase.

34ech e XUBET YacTas /IoBYLLKa: OTKa30yCTOMUYMBOCTb CEpPBUCA U COXPaHHOCTb
OaHHbIX — pa3Hble Bewu. Konmu cnacatoT oT najeHus ysna, Ho He oT yaanEéHHow
Tabnuupl. 19 BTOPOro HY>Hbl pe3epBHble KOMUKU, U O HUX OTAEMbHbIA YPOK.

Y10 npuHecna Bepcua 1.5

Tpu daKkTa 13 aToro pennsa cnpawmnsatot Npsmo. LndpoBaHne KIMEHTCKMX
noakntoveHnn (TLS) nosieunock y yetbipéx cepeucos: Kafka, NATS, Qdrant n PostgreSQL.
Pe3epBHble KONUK ynpaensieMbliX NPUNoXeHU 3apaboTann 13 Kopobkn — paHblue
agMUHUCTPATOPy NPMXOOMIOCH CHavana HacTpamBaTb XpaHunumue nog Hux. M nossunumco
ApplicationDefinition: MexaHM3M PerncTpupyeT B KaTasnore HOBbIN TUM MPUITOXKEHUS
nosepx Helm-4yapTta, n y Hero cpasy ecTb cBon 06bekT API, dopma B pawibopae 1 Ta xe
Lenoyka c HelmRelease. Tak opraHmsauum gob6asnaioT B 06LWMIA KaTanor co6CTBEHHbIe

CepBUCbl — KaTaslor He 3aKpPbITbl CANCOK.

KaTanor Mbl NpoLLin, HO O4HY ero Nno3numnio — BUPTYasibHble MallWHbl — CTOUT
pa3o6paTb OTAeNbHO: Y Heé CBOS Mofefib, U MPUBbIYKKN U3 VSphere 3aech NoaBOAsAT.

YTO cnpocaT Ha 3K3amMeHe

e Yetbipe rpynnbl kaTtanora: Databases, Messaging, Platform services,

Networking services — M KTO B KakOMW.

e Y10 Tenant — caM NO3MLKMS KaTanora, 1 BNOXEHHble TEHaHTbl CO34al0T Yyepes

Heé.

e OnepaTtopos no nmeHam: CloudNativePG — PostgreSQL, Strimzi — Kafka,
Percona — MongoDB, Altinity — ClickHouse.

¢ Y70 3aKkas noboro cepsmca — 310 06beKT B API, a pawbopa nuiwb cobupaet

ero 3a Bac.
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e Y710 cnmncok TUMoB nokasbiBaeT kubectl api-resources | grep

apps.cozystack.

e Y70 roTOBHOCTb YMTAIOT B status.conditions — TaM OoO/MKHO ObITb Ready:

True.
e Y70 kubectl delete Ha 06bekTe yoansaeT NPUIOXeEHME BMECTE C AaHHbIMM.
e Mg npoBangepa Terraform — cozystack/cozystack.

e Yt0 HOBOro B 1.5: TLS gna Kafka, NATS, Qdrant n PostgreSQL; pesepBHble

Konun n3 Kopobku; ApplicationDefinition ong pacwumpeHusa KaTanora.
e Llenouky: 06bekT - HelmRelease - yapTt - onepatop - paboTatouwme nogbl.
e YTO AMarHoCTUKYy HaumHatoT ¢ cocToaHus HelmRelease.
e Y10 Nnonb3oBaTenen u 6asbl 3aBoaMT NnaTdopma, a Naponun KNageT B CEKPET.
e PasHuuy mexnay replicated u local.

e YTO YyMCno KOMMIM 3alnLLLaeT OT OTKasa y3Ma, HO He 3aMeHSET pe3epBHbIe
Konunu.

MoapobHee: yrpasnseMblie NPUIoXeHus - knactepbl Kubernetes
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https://cozystack.io/docs/v1.6/applications/
https://cozystack.io/docs/v1.6/kubernetes/

4. BupTtyasbHble MalUVHbI
Kak BupTyanka ctaHoBMTCS 0OblYHOM Harpyskon Kubernetes, 3ayemM amnck otaenbHO oT

MallnHbl U rae NpoxogdT YeCTHble MrpaHWnLLbl.

TeMma, Ha KoTopol agMuHucTpaTopy VMware npoliie BCero — 1 Ha KOTOPOM OH e Yalle

BCero nonapgaetcd, NOTOMY 4YTO NpPuBbIYHbIE aHANOIrNn TyT pa60Ta+0T JIlb HaMoJI0OBUHY.

MawuHa Kak obblYHas Harpy3ka

BupTtyanusauuio obecneunsaet KubeVirt. Viges y Hero Takaa: BUpTyanbHas MallnMHa —
3TO MpoLLecc, KOTOPbI 3anyckaeTcs B Noae, a ynpaBnseTca Kak BCé ocTanbHoe B

Knacrepe.

N3 aToro cnepyet To, YTO N5 Yenoseka U3 Mmpa vSphere 3ByYnT HEMPUBBIYHO.
MnaHunposmMK Kubernetes BbibrpaeT y3en o MallnHbl Tak e, Kak a9 NpUnoXeHns.

Pecypcbl cuMTaloTCcs TeMU Xe 3anpocaMun 1 npepenamu. MNpasa BbigatoTca TeM xxe RBAC.

MnepBr3op nNpm 3ToM YecTHblh — KVM, TOT Xe, 4T0o B Ntobom Linux.

[1Ba 06beKTa BMeCcTo OgHOro

30ech rnaBHOe OTANYME OT MPUBbLIYHON MOAENM, U ero crnpallnBaioT.

VMDisk no MMeHN VMInstance

OUCK — cam no cebe MallnHa — cCbulaeTcA Ha ONCK

[vck nepexxmBaeT MalINHY: yoanuamM malwmHy — AUCK ocTascA.

Ero MO>XKHO NoaKNOYNTb K ,D,perI7I nnnm yaoannTb OTAOEes1bHO.

B vSphere guck — CBOMWCTBO MalliMHbl. 31€Cb — CaMOCTOSATE/IbHbIN 06bEKT.

[nck co3naércsa oTaenbHO U XMBET CBOEN XU3Hb. CooepXXMMoe OH BEePET OgHUM 13
YyeTbIpéx cnocoboB, 1 UX CTOUT pasnMyaThb: 3arpyska no ccoinke (http), KNOH
noarotoefieHHoro obpasa nnatdopmbl (image), Bbirpyska ¢daina co CBOeN MalluMHbI

20



(upload) 1 nycTom UCTOUYHUK {} — YMUCTbIN AMCK Be3 CoOepPXKMMOro, Korga Hy>HO MpocTo

MeCTO Mof, AaHHble.

TpeTuit 06bekT Mogenn — VMImage, NOArOTOB/EHHbIN 06pas, KOTOpbIV nnatdopMa XpaHUT
y cebd. KomaHpa nybnukyet ycnosHyto Ubuntu oguH pas, a HoBble AUCKWN KNOHUPYIOT eé

yepes source.image.name BMECTO TOro, YToObl Ka)abl pa3 TAHYTb Gann U3 MHTEPHETA.

Huxe Bcé 310 — 06bIl4HOE XpaHunuue Kubernetes: ouck cyLecTByeT Kak
PersistentVolumeClaim, a HannBaeT B Hero obpas koMnoHeHT CDI (Containerized Data
Importer) Yyepes3 06bekT DataVolume. PykaMun UX 30eCb HE TPOratT, HO Ha HUXKHUX COSIX

BCTpeTnTe NMeHHO uX.

PazMep MalluHbl 3a0aETCs HEe YNCIaMK, @ UMEHOBaHHbIM TUMOM MHCTaHca (instance
type) Bpoae ul.medium — aTO MexaHu3M camoro KubeVirt, cepumn U, O, CX, M n RT. He
nyTamTe ero c npecetTaMn TeHaHTa U ynpaBnsieMblX MPUNOXeHW: cTpoka ul.medium
BanaHa 1 TaMm, U TaM, HO CUCTEMbI pa3Hble. CMOTPUTE, YTO pa3MEPSET BOMPOC: TEHAHT U

npunoxeHune 6epyT npecet, VMInstance — TUMN UHCTaHCa.

Kak nonactb BHYTpb

30ecb 3aKaH4YMBaOTCS NPUBbIYKK M HAYMHAETCS crneunduka.

cloud-init — cTaHgapTHbIM MexaHn3M 0b61ayHbIX 06pa30B: NpK NEpPBOM 3arnycke cucTemMa
yuTaeT onucaHue N HacTpamsaeT cebs. MNMaponb, KYKM, NakeTbl, KOMaHabl. ATO
6nmxanwmm aHanor Customization Specification, Tonbko onMcaHHbIN TEKCTOM PSAOOM C

caMon MalLVHOMN.

virtctl — otgenbHag yTunuta ong KOHCONM, aKpaHa 1 npobpoca nopToB. [yTel BHYTPb

TPU, N MalLNHY B HAX Ha3blBAlOT roJibiIM UMEHEM!

virtctl console <umsa> # TEKCToBas KOHCOJIb 4Yepe3 MoC/efoBaTesibHbIi MNopT

virtctl vnc <umsa> # rpagu4eckun 3KpaH, OH e nyTb K Windows
virtctl ssh <nonb3oBaTenb>@<umsa> # noscepgHeBHas pabora C rocrteseM Linux

CueHapuii N3 BOMPOCOB 3BYYUT TaK: CETb BHYTPWU MallUHbl cnomaHa, SSH He oTBevaeT —
yTo cpaboTaeT? virtctl console: nocnenoBaTesibHas KOHCO/Mb HE 3aBUCUT OT rOCTEBOW
ceTu, No3TOMY 1 OCTaéTcs NocfiefHUM CpeaCcTBOM, B TOM Yucie Npu pasbope paHHel

3arpysku.
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OTpenbHas oroBopka Npo orpaHMYeHHbIM AOCTYN. TEHAaHTY KOHCO/b BblOaloT Kak
noapecypc 3anyLeHHOro aK3eMrmasapa, a He o6bekTa MalUMHbI LETMKOM, 1 Nod, TakuMu
npaBaMu Leflb Ha3bIBaOT C NpedUKCoM Tuna: virtctl console --namespace=tenant-
acme vmi/vm-instance-app. [onoe nma B 3TOM criy4yae nonagaeTt He Tyda U Bo3BpallaeT

OTKas.

YTO yMeeT u Yyero He ymeet

3K3aMeH NtobuT BONpPOChl NP0 BO3MOXHOCTU — M 3[€Cb BaXXHO He nepenyTaTb, Yero

nnatdopma He genaet, C TeM, YTO OHa [AenaeT nHave.

XXuBag murpaums ectb. PaboTalolas MallnHa nepeesaeT Ha Apyroi ysen 6e3

OCTaHOBKM — 3TUM MONb3YIOTCH, KOrAa Y3en HY>HO BbIBECTU Ha 00CNy>XMBaHKE.
CHUMKM COCTOSAHUSA eCcTb. VIx obecneymBaeT Cnon xpaHunuuia.

Mpo6poc BuaeoKapT ecTb, NPUYEM HacTpamBaeTca aBToMaTmyeckn. CmMcok yCTPOICTB,

KOTOpble paspelleHo npobpacbiBaTb, 3a4a€T Nnatdopma, a He TeHaHT.

30ecb CTOUT 3aMOMHUTbL U TO, YTO UMEHHO U3MEHUIoCb B Bepcun 1.5, — Ha aToM
CTPOSIT OTAENbHbIN Bonpoc. CaM Npobpoc CywecTBOBas 1 paHblle, HO NOArOTOBKY Y3108
NPUXOANIOCH AenaTb pykaMu: pa3MedaTb Y3/bl C BUAEOKAPTaMn 1 BMUCbIBaTb
paspeLlléHHble YCTPOMCTBA NPSMO B HacTponkn KubeVirt komaHaoh kubectl patch. B 1.5
aBTOMaTM3UPOBAsM POBHO 3TO. Pynna y3foB, B KOTOPON 06bsBNEHbI BUAEOKAPTbI, TENEPb
cama noJly4YaeT HY>XHYI0 MeTKy, a nnatdopma camMma 3anonHsaeT CINCOK pa3peLllEHHbIX
ycTponcTe. DopMynnpoBKa «Npobpoc nosiBuaca Tonbko B 1.5» HeBepHa — noaBuiach

aBToOMaTun4vyeckKas noaroTtoBkKa y3soB, a He CaMa BO3MO>XXHOCTb.

Yero oencTBUTENBbHO HET — aBTOMAaTU4YeCKoM 6anaHCUPOBKU Harpy3Ku Mexay
y3namu. B vSphere atnM 3aHMMaeTcd DRS: OH caM peluaeT, YTo MalLMHy nopa
nepesesTu, 1 BE3€ET. 3aecb Takoro HeT. MNnaHnpoBaHMe EMKOCTN U NepeBO3 MallNH BO

BpeMs 00Cny>XMBaHWA OenatTcsd 0CO3HaHHO, a He caMum COOOoM.

PasHunua TOHKas, HO UMEHHO Ha HeMn CTPOAT BOMPOCHI: MUTPaLMA KaK NHCTPYMEHT eCTb,

MUrpaumga Kak noCTodHHO pa60Ta|ou.|,as| aBTOMaTUKa — HeT.

Ecnu ysen ympéer

Bonpoc, KoTopbln 3a0aéT niobag koMaHaa rnepepn nepeesnom ¢ vSphere: nepesanycratcs
N MaLUWHbI Ha APYroM y3ne caMmu. YecTHbI OTBET Ana Bepcum 1.5 — HeT, 1 OH Xe

NpaBusbHbIA Ha 9K3aMeHe.
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MpuymHa He B HeoOAeNKe, a B ycTponcTee. Koraa y3en nepectaér oTBeYaTb, kKiacTep He
3HAET, YTO C HUM: OH BbIKNOYUIICS, U NOTEePaNn CeTb U NpoaoskaeT paboTtaTb. [Ans
0ObIYHOrO NPUIOXKEHUS PA3HULLbI HET — JNIMLLIHAS KOMUS HUKOMY He MeluaeT. [Ons
BMPTYasIbHON MallMHbI C AUCKOM pa3HuLLa NPUHLUUNMaNbHaa: 3anyCTUTb BTOPYHO KOMUIO
TOI K€ MalluWHbI, MoKa nepsas, BO3MOXHO, eLlé NULIET Ha AUCK, — 3TO Nnopya AaHHbIX.
MoaTtomy 6e3onacHbI aBTonepesanyck Tpebyet peHcuHra (fencing) —
rapaHTUPOBAHHOIO OTK/IIOYEHUS NOA03PUTENBHOrO Y3Ma, Npexae YeM MalnHy NoagHUMYT
3aHOBO. B nocTaBke Takoro MexaHm3ama HeT, U B BOCCTAaHOB/IEHUWN MOC/e 0TKasa y3na

OCTaloTC4 py4Hble Waru.

>Kunas Murpaums 3gecb He MOMOraeT M MOMOYb HE MOXET: OHa NepeHoCcUT paboTatloLLyto
MallVHY C XXMBOrO y3/1a. ITO NiaHoBas aBaKyauus nepen ob6cnyxmBaHMeM, a He peakuus

Ha aBapuio.

OTaenbHO — YTOObI HE CMeLLMBaTb fBe pa3Hble Belin. Y TeHaHTHbIX KNlacTepoB
Kubernetes paboune y3nbl 3T0 TOXe BMPTyasbHble MallWHbI, HO TaM NPOBepPKa 30,0P0BbA
Y3/10B 1 3aMeHa C/IOMaHHbIX PaboTaloT U BKJTHOYEHbI MO YMONYaHMI0. TONIbKO 3TO He
«nepesanyck ToM Xe MalluHbI», @ 3aMeHa: HeNCNPaBHY MaLUUHY yaansaoT U co3aatoT
HOBYIO, YNCTYIO, B3aMeH. [15 y3/1a TEHaHTHOro KnacTtepa 3To HOpMasibHO — ero
COCTOSIHME B KNnacTepe He XxpaHuTca. [na Balen CO6CTBEHHOM BUPTYasKn C AaHHbIMK Ha

AncKe — Hernpunemnemo, 1 UMeHHO NMo3TOMY K HeWn TOT XXe& MeXaHU3M He NMPUNMEHSAIOT.

MawwnHa paboTaeT. [NakeTbl 40 HEE JOBO3UT CETb — a TaM YeTblpe KOMMOHEHTa, KOTOpble
Nerko nepenyTtaTtb Mexay cobo.

YTO cnpocaT Ha 3K3amMeHe

e Y10 BMpTyanusauuio obecneumsaet KubeVirt, a MalimHa — obblyHada Harpyska

KnacTepa.
e YTO AMCK M MallMHa — [Ba OTAe/bHbIX 06bekTa, U AUCK NepexXnBaeT MallUHY.

e YeTbipe NCTOYHMKA COAEPXKMMOro aucka: http, image, upload n nycton {} —
YUCTbIN OUCK.

e Y10 VMImage — TpeTum o6bekT Moaenun: NoaroToBeHHbIN 06pa3s, N3 KoToporo
KNOHUPYIOT ANCKMU.

e Y70 Anck cyuwectByeT kak PVC, a o6pa3 B Hero HanueaeT CDI yepes
DataVolume.

e Y70 pasmep MaluHbl 3a0aéT instance type KubeVirt (cepum U/O/CX/M/RT), a

He rnpeceT TeHaHTa.
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e YTO NepBUYHaAg HacTponka MAOET Yyepes cloud-init.

e Tpu nyTn BHYTPb: virtctl console, virtctl vnc, virtctl ssh— u 4YTO Npu

CNIOMaHHOM ceTn B MalLMHe cpaboTaeT KOHCO/b.

e Y710 NpedurKc vmi/ Hy>KeH nog, orpaHNUYeHHbIMU NpaBaMM TeHaHTa — M3-3a

A0CTyna K noapecypcy 3anyLieHHoro aKk3eMnnsapa.
e YT0 XMBasg MUrpaLMs, CHUMKN COCTOSAHUS U NPOBPOC BUOEOKAPT eCTb.
e YTO aBTOMaTU4YeCKOMN BanaHCUPOBKM Mexay y3namu, kak y DRS, HerT.

e Y70 B 1.5 aBTOMaTU3MPOBaAM NOAroTOBKY Y3/10B Mo, npobpoc BMaeoKapT —

pasMeTKYy Y3/10B M CMUCOK paspeLléHHbIX YCTPONCTB, — a He caM npobpoc.

e YTO aBTOMepesanycka BMpTyaﬂbHOVI MallHbl Ha APYroM y3sne nocjse oTka3a
HeT: /19 9TOro Hy>XeH GEeHCUHI, KOTOPOro B NOCTaBke HET, U B BOCCTaHOBNEHNM

OCTaloTCA py4Hble Waru.

MoapobHee: BUPTyanusaLus - XxpaHunuiie
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https://cozystack.io/docs/v1.6/virtualization/
https://cozystack.io/docs/v1.6/storage/

5.Cetun

YeTblpe KOMMOHEHTa, Ka)K,EI,bII7I CO CBOEW 3a,£Lab|ef/'|: KTO HOCUT NaKeTbl BHYTPW, KTO OENUT

CeTU MeXay TeHaHTaMU, KTO BblAa€ET BHelWHNe agpeca un Kto nyckaet HTTP.

CeTeBas 4acCTb BbIrAANT CIOXKHOM, NOKa He PasfoXuTb e€ no 3agadvyamM. KOMMNOHEHTOB
yeTbipe, Ny Kaxaoro ceos pabota — aK3aMeH crnpallnBaeT UMEHHO pacrpeaeneHme
posnei, a He HaCTPOMKM.

Ingress / Gateway
nyckaet HTTP cHapy>w BHYTpb, OTAEMbHO Y KaXXA0ro TeHaHTa

MetalLB
BbIOAET BHELUHWE afipeca Ha CBOEM enese, 6e3 0651a4yHoro 6anaHcnMpoBLLMKa

Kube-OVN

oTAenbHble ceTn TeHaHToB, VPC, Bblgava agpecos

Cilium HOCUT MakeTbl MexXay noaamu, NPUMeHAeT CeTeBble MOUTUKI

CHM3y BBeEpPX: OT NaKeTOB MeXay nogamMuy o0 BXoda CHapy>Xu.

Cilium — ocHoBa

OTBevaeT 3a TO, 4TOObI NOAbl BUAENM OPYr ApYyra, U 3a ceTeBble NoNnTUKN. PaboTtaeT Ha
eBPF — texHonormnm, Kotopasa no3BonseT UCMOoJIHATb NPorpamMMbl NPsiMo B aape Linux, He

nepeknt4vadacb B MNPOCTPaHCTBO MOJib3oBaTeNd Ha Kaxkabli naker.

lMpakTu4eckoe cnefcTBme: ceTeBble Nnpasuna NPUMEHSIOTCS B a4pe, 06e3 AJINHHbIX

Lenoyek iptables, 1 He oerpagupyroT No Mepe PocTa Ux Ymchna.

MmeHHo Cilium ncnonHsaeT Ty M30NSUMI0 MeXay TeHaHTaMK, O KOTOPOW LWna peyb BO

BTOPOM YpoOKe.

EcTb 1 TpeTba ponb, KoTopyto nerko nponyctutb: Cilium 3ameHseT co6oun kube-proxy
(kube-proxy replacement). O6bl4HO cepBucbl Kubernetes obcnyxueaeT kube-proxy
yepes iptables, a 3gecb Nonck Hy>KHOro agpecaTa MOET No xew-Tabnuue n cTont
OQMHAKOBO Mpwu NtoboM Yuncne cepBmcoB. Ha nnatpopmMe ¢ COTHAMU TEHAHTOB 3TO

3aMEeTHO.
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PaspeneHune Tpyna mexay HUM u Kube-OVN cTouT 3anoMHUTb, MOTOMY 4TO 00a
Ha3biBatoTcs «ceTbto»: Cilium — ocHoBHOM CNI, oH JaéT ceTb NogamM 1 NpUMeHsaeT
nonntukn gns scex. Kube-OVN pabotaeT noBepx 1 0TBeYaeT 3a HalIOXXEHHYIO CETb,

Bblgayy agpecoB 1 VPC TeHaHTOB.

Kube-OVN — cetu TeHaHTOB

Kube-OVN cTpouT noeepx ¢Gun3nM4eCcKoin ceTu y3n0B HaJIOXXKEeHHYI0 ceTb (overlay) n

nobaBnseT K Hell ABa CBONCTBA, KOTOPbIe 9K3aMeH CrpallMBaeT Yallle npoYero.

LleHTpanu3oBaHHas Bblgayva agpecoB (centralized IPAM): agpeca pasgaloTcs U3
0[HOro MecCTa, a He OTAENbHO Ha KaX/a0oM y3/e, U BeCb KnacTep Mo YMONYaHUIO XUBET B

OfHOM 06LLeM ananasoHe noaos.

CTtabunbHble agpeca noaoB (stable pod IPs): nop coxpaHseT CBOM agpec, Koraa
nepeesxaeT Ha Apyron ysen. KoHTelHepy 3To ya06CTBO, a BUPTYaslbHON MallnHe —
HeoBX0AUMOCTb: FOCTEBbIE CUCTEMbI, IMLLEH3UN N NPaBUIa MeXCeTeBbIX 3KPaHOB 0B6bIYHO

npuBa3aHbl K aapecy, U CMeHa agpeca Npu Kaxxaon Murpauum cnomMana 6bi ux.

Eweé Kube-OVN gaétr VPC — npuBaTHblE CETM CO CBOMM afpEeCHbIM MPOCTPAHCTBOM. U
VPC, n BupTyanbHbln MaplpyTtmnsaTtop (virtual-router) — nNo3uvuMn Katanora: TeHaHT

3aKa3bIBa€T UX TaK Xe, KakK 6a3y OaHHbIX.

Bnvxaliuaa aHanorms us npusbl4HOro Mupa — VPC y o6nayHbix NpoBaiiaepoB Uan Cetu
NSX.

MetalLB — BHelwuHue agpeca

B ny6nmnyHoM obnake cepBuc TMna LoadBalancer nony4aeT agpec oT npoBanaepa. Ha

CBOEM Xenese nposaiaepa HeT, n 6e3 MetalLB Takoin cepBMC BEYHO BUCUT B OXUOAHUN.

MetalLB pep>XuT nyn agpecoB 1 pa3gaéT ux cepBmcaM, a 3aTeM 06bsABISET UX B CETb —
nn6o no ARP, nnbo yepes BGP, ecnu ceTb NnocTpoeHa Ha MapLipyTn3aunn. HauymHasa ¢
Bepcun 1.5 3a ctopoHy BGP otBeyaeT FRR-K8s (FRR-K8s) — MMEHHO OH 00baBngeT

MapLIPYTbl GPU3NYECKUM PoyTepaMm.

VIMEHHO OH HY>XEH, 4YTOObI BUPTYaJiKa UInN NnNpunoxXeHne rnonyydnnm agpec, ,El,OCTyI'IHbII7I

CHapy>Xwum Knacrtepa.
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Ingress — Bxoa, pna HTTP

[ns Be6-nNpunoXeHnn BbigaBaTb KaXa0My CBOW agpec pacTounTenbHo. Ingress

NMPUHUMaET 3arnpocChbl Ha O6LLI,I/1VI apgpec 1 packrnagbiBaeT UX nNo MMeHaM 1 NyTaM.

OcobeHHOCTb NnaTPopMbl: ToUKa BXxoga (ingress) cBos y KaXkaoro TeHaHTa. 370 He
06LLMIA KOHTPOJINIEP HAa BECb KNacTep — TEHaHT C BK/IIOYEHHbIM ingress nosy4vaeT
CcOb6CTBEHHbIN ingress-nginx, CO CBOMMMU NpaBuiaMmn, CBOUM BHELLIHMM afpecoM OT
MetalLB n ceoumn ceptudurkatamn. TeHaHT 6e3 Hero nosb3ayeTcd PoauTeNbCKMM, Kak U C

OCTaJlbHbIMKN CepBUCaMN.

TenantGateway — nyTb Gateway API

Kubernetes nocteneHHo yxoguT co ctaporo Ingress Ha Gateway APl — 6onee
Bblpa3uTeSbHbIA CTaHAAPT MapLlipyTu3aumm Tpaduka. B nnatdopme oH nossunics B

Bepcumn 1.5 B Buae obbekTa TenantGateway.

MakeTbl Yepe3 Hero HocuT Cilium: nginx B 3ToM NyTK HET BoBCe. M 3TO He 3aMeHa

ingress-nginx, a anbtepHaTuBa — B 1.5 XuByT 06a BapuaHTa.

Ceptudukatbl TenantGateway yMeeT BbiNyckaTb B ABYX pexxnumax nposepkn. HTTP-01—
LeHTp cepTudmkaumm sabmpaeT TokeH No o6bivHOMY HT TP, 3HaunT goMeH omkeH 6biTb
BuaeH ns nHtepHeta. DNS-01— nposepka Yepe3 DNS-3anuncb; TONbKO 3TOT peXnm
rogutcsa ans wildcard-ceptnounkatoB Buaa *.apps.example.com 1 A9 TOYeK BXoda, He

BbICTaAB/IEHHbIX HAPYXY.

MmeHa u ceptudukarbl

Tpy1 NOMOLLHKNKA, KOTOPbIX 0ObIYHO HE 3aMeyYatoT, MoKa OHKU paboTatoT.

CoreDNS pa3speluaeT MeHa BHYTpW KacTepa — NO3TOMY B HaCTPOMKax NPUIoXeHNI
nuwyT postgres-db-rw, a He agpec: M nepexmnBaeT nepeesn 6a3bl Ha Opyron ysern, a

agpec HerT.

ExternalDNS cmoTpuT 3a onyb/mMkoBaHHbIMU CEPBMCAMM U TOYKaMUM BXO4a U caMm
3aBoaMT ons HUX 3anucu y Bawero DNS-npoeangepa. MpunoxeHue onybnmkosann —

M4 Ha4daslo pa3peLllaTbCd, 3a4BKY B ceTeBol oTaen Nnncatb HE HY>XXHO.

cert-manager BbinyckaeT cepTudukaTbl U NpogaeBaeT ux cam, 6e3 HanoMmMHaHWU.
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Bcé a1o paboTaeT poBHO A0 nepsoro c6od. O ToM, kak 0 c6oe y3HaTb 1 YTO CTOUT

noaroToBmUTb 3apaHee, — CJ'IG,EI,yiOLLI,VIVI YPOK.

YTO cnpocaT Ha 3K3amMeHe

Yo Cilium HocuT nakeTbl Mexay nogamu n pabotaet Ha eBPF.
Yto Cilium 3ameHsaeT coboit kube-proxy.
Y10 Kube-OVN paét otaenbHblie cetn TeHaHToB 1 VPC.

YT1o y Kube-OVN LeHTpanM3oBaHHas Bbigayva agpecoB M oguH 0bLLNI ananasoH

NoJoB Ha KnacTep.

Y710 Nop, coxpaHseT agpec Npu nepeesne Ha opyrom y3en — n novyemy aTo
KpuTnyHo ons BM.

YT1o VPC 1 BUpTYanbHbI MapLupyTtmsaTop (virtual-router) — no3uuum

KaTasora.

Yto MetallLB Bblga€T BHELIHME aApeca Ha CBOEM Xenese, 0obasnsaa ux no ARP
nnn BGP.

YTto ¢ Bepcun 1.5 3a BGP B MetallLB otBevaet FRR-K8s.

YT1o Touka Bxoga ansg HTTP — ingress-nginx — 3aBOAMTCS y KaXQoro TeHaHTa

OoTAOENIbHO.

YT10 TenantGateway nosisunca B 1.5, ato Gateway API, n nakeTbl 4ng Hero HoCUT
Cilium.

[Ba pexunma Bbinycka ceptuoukatos: HTTP-01 1 DNS-01; wildcard — Tonbko
DNS-01.

Yto 3anmcu B DNS gna ony6nnkoBaHHbIX NpunoxeHunn 3asoaut ExternalDNS.

YTO MMeHa BHYTpu knacTtepa pa3speluaetr CoreDNS, a cepTudukaTbl BbinycKaeT
cert-manager.

MoyeMy B HaCTpOMKax NPUNOXEHNA NULLYT UMEeHa CEPBUCOB, a He agpeca.

MoppobHee: ceTy nnatdopMbl
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https://cozystack.io/docs/v1.6/networking/

6. HabnopgaemMocTb U pe3epBHble KOnuu

KTo CO6l/IpaeT METPUKN U XXYpPHasibl, rae nx CMOTPETb N 4YEM pe3epBHaAd KOMNMna oT/in4aeTCd

oT OTKaSOyCTOVIqMBOCTM.

[lBe TeMbl B OQ4HOM ypoKe, MOTOMY 4TO obe Nnpo OAHO: 4YTO genaTb, Korga 4YTo-To noLwio

He TaK, — 1 4YTO Bbl yCneJsin NnoaArotoBMTb 3apaHee.

MeTpPUKU U1 XKypPHanbl

CTek 34€ecCb He TOT, KOTOprVI OXXMNOAKT Mo NpuBbivKe, N 3TO nobumas JIOBYLUKa 3K3aMeHa.

YTto cobupator Yem
MeTpukun VictoriaMetrics
XKypHanbl VictoriaLogs
Mpadpukmn Grafana
OnoBeLeHnsa Alerta

Hn Prometheus, Hu Loki, Hu Elasticsearch B nnatdopme HeTt. VictoriaMetrics npu saTtom
NMOHUMaAET A3bIK 3anpocoB PromQL — To ecTb NpuBbIYHbIE 3aMpochl paboTaloT, a

XpaHunnuuie gpyroe: KOMrnakTtHee n aelessie Ha 6onbwnx o6bLEMaX.

CobupaeT MeTpukM areHT vmagent, KOTOpbI XXMBET PSAOM C Harpy3kon n otTnpasnsert
cobpaHHoe B xpaHunuuie. Camo xpaHunuuie pasépHyto kak VMCluster (VMCluster) —
KnactepHas yctaHoBka VictoriaMetrics nopg ynpasneHnem onepartopa. XXypHasbl

cobupaeT fluent-bit — Ta xe ponb, ToNbKO N9 TEKCTa.

Llenoyka onoBeLLeHNIn KOpoTKas, U nopsaok B Her cnpatwwmatoT: VMAIlert nposepset
npasuna no metpukam B VictoriaMetrics - Alerta ceoanT cpabaTbiBaHMA B OAHO MECTO,
ybupaeT oyonnkaTtbl U MapLpyTU3MpPYyeT nx > nodta, SMS, mecceHayxepsbl. Alerta Hy>XHa

3aTem, 4yTOObI OOHa aBapud He npunxogunsia BoCeMbio NMMCbMaMn N3 BOCbMAN MCTOYHNKOB.

Grafana npuesyaeT ¢ rotToBbIMU AalibopaamMu, U 3K3aMeH CrpalliMBaeT UX No Ha3BaHUAM
rpynn: Cluster Overview — 3gopoBbe knactepa uenvkom, Node Metrics — npoueccop,
namsiTb, ANCK U ceTb no y3nam, ETCD — cocTosiHne xpaHunuua etcd, Storage —
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3popoBbe LINSTOR n SeaweedFS, Tenant Applications — Harpysku 1 ynpasnsemble
NPUIOXeEHUs No TeHaHTaM. EcTb ewwé gawbopabl No TpadumKy TOUKM BXOAA U NO

yrnpaBnsieMbiM 6a3aM gaHHbIX.

Bawu noabl ' vmagent ' VictoriaMetrics ' Grafana

oTHAalT METPUKU cobvpaeT u WnéT XpaHuT pucyet

ToT e NyTb Y XXypHanoB, Toibko BMecTo vmagent — fluent-bit, a BMmecTo VictoriaMetrics —
VictoriaLogs.

Mpo HacneaoBaHWe MOMHUTE M3 BTOPOro ypoka: TeHaHT 6e3 CBOero MOHUTOPUHra LWAET
MEeTPUKM PoauTENbCKOMY. A BOT BK/t0YaTb C60p 3aAHUM YncnioM 6ecnosiesHo —
3anucei 3a NpoLusoe B3ATb HEOTKYAA, U 3TO CTOUT peLlaTh NPU CO34aHUM KnacTtepa, a He

Korga rpaduk noHagobuncs.

Pe3epBHble Konuu

30ecb OBa pasHbIX MexaHu3Ma, 1 nytaTb UX — BeprIVI cnocob owmnbutbesa B Bomnpoce.

Konuu ynpasnsieMmbix cepBucoB (backup). 3gecb paboTaloT YeTbipe 06beKTa, 1 nyTaTh

NX — BEPHbIN cnocob owmnbuTbes:

O6beKkT YTto penaet

Ky[a v Kak cknaablBaTb. 3aBOANT agMUHUCTPATOP NAaTPopMbl, AeNCTBYET Ha

BackupClass
BECb Knacrtep
Plan pacnucaHue: CHUMaTb MO TakOMY-TO rpaduky
BackupJob pa30BbIi 3aMyck, 30ecb U cenvac
Backup pes3ynbTaT — camMa CHATas Konus
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KntoueBasg napa — Plan 1 BackupJob. Hy>XHa konus KaXXgayr HOYb — 3TO Plan. Hy>XHa
Konusa NpsaAMo cenvac, nepep 06HoBNeHMeM — 370 BackupJob. BoccTaHoBneHne —

OTOesbHbI 06beKkT, Restoredob.

HauuHasa c Bepcun 1.5 B nnaTtdopMe ecTb rotoBbl cozy-default — Knacc Komnum,

KOTOpbIN paboTaeT cpasy, 6€3 HaCTPOWKU XPaHUIMLLA.

Velero. YpoBHEM Bbllle: KONNMPYeT 06beKTbl CaMOro Kiactepa n TomMa. 3To Npo
BOCCTaHOBNEeHMe nnaTtdopmbl, a He oTaenbHol 6a3bl. C Bepcum 1.5 oH He onuus, a

LUTATHbIA KOMNOHEHT — CTaBUTCS MO YMOJT4aHUIO.

HactpanBatoT ero apa obbekTa: BackupStoragelLocation — Kyaa cknagbiBaTb KONUK, U
VolumeSnapshotLocation — rge xpaHuTb cHUMKK TOMOB. KnacTtepy Kubernetes BHyTpu

TeHaHTa Velero BkntovaloT ogHUM rosnieM: spec.addons.velero.enabled.

Ipoe npoxogut rpaHuua

CaMoe LieHHOEe B 3TOM TeMe — MOHUMaTb, Yero pe3epBHble KOMUN He AenatoT.

Konusa ynpaBnsemMoro npuio)XeHus 6epet ToNbKO AaHHble. B HeE He nonagatoT HK
HelmRelease npunoxeHnusa, H1n o6bekT CR, KOTOPbIN Bbl 3aBENN B KaTasiore, HW CEKPETHI,
co3aaHHble onepaTopom 6asbl.

OTcroga npaBnyio BOCCTaHOB1EHUA: I'IpVIﬂO)KeHVIe-I'IpVIéMHVIK OOJDKHO cyllecTBOBaTb A0
TOro, Kak Bbl BOCCTaHaB/IMBaeTeCb. BoccTaHOBNEHMe HanmMBaeT JaHHble B CyLWeCTBYHOLLYIO

6a3sy, a He cobupaeT NPUIoXeHNe 3aHOBO.

NHKpeMeHTanbHbIX KOMUA BUPTYasbHbIX MalUWH HET: OTCNEXMBAHUSA U3MEHEHHbIX 610KOB
B nnaTdopmMe He aenatoT, Kaxaas Konua nonHaa. Ecnm 3a cnMHon npuBblYKa K Lienoykam

MHKPEMEHTOB, OKHa KOMMPOBaHMA 1 0ObEM XpaHUNULLLA MPUOETCS NepecymnTaTh.

Konun — He OTKa3OYCTOI7I‘-IVIBOCTb. Pennnkn cnacatoT oT nageHus yana, Konmm — ot

yOoanéHHbIX gaHHbIX. ATO pasHble 6edbl, U OOHO APYroe He 3aMeHseT.

Konusg, KOTOPYIO HN pa3y HE pa3BopadnBain, — He KOMNu4d, a HagexXaa. BoccTtaHoBneHune

Hago npoboBaTb, MOKa OHO He NoHagobunocs.

W rnaBHOE: KONNS XpaHUTCS B 0O6bEKTHOM XpaHunamue. EcCnm oHo XXUBET B TOM Xe
KnacTtepe, YTo 1 JaHHble, TO OT NOTepu KNacTepa LenMKoM OHa He cnacét. [ng

HaCTOALLLEN 3aLUTbl XPaHUNULLE OO/IKHO BbiTb CHaPYXW.
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Mbl pa3obpanu, U3 Yyero nnatdopma caenaHa U 4to oHa ymeet. OcTancs nocnegHuit

BOMPOC — MOYEeMYy OHa YCTPOeHa MMeHHO Tak.

YTO cnpocaT Ha 3K3amMeHe

YT1o MeTpukmn xpanut VictoriaMetrics, a xypHanbl — VictoriaLogs. He
Prometheus u He Loki.

Yrto VictoriaMetrics coBmectuma ¢ PromQL.
Y10 MeTpukKn cobupaet vmagent, a xpaHut nx VMCluster.
Mopspgok onoBeleHnn: VMAIert = Alerta - noyta, SMS, MecceHayepbil.

Mpynnbl cTaHgapTHbIX gawbopaos: Cluster Overview, Node Metrics, ETCD,
Storage, Tenant Applications.

YeTbipe ob6bekTa: BackupClass, Plan (pacnucanue), BackupJob (pa3oBbiii

3anyck), Backup (peaynbrar).

Y70 KOMKMA NO pacnmMcaHuio — 3To Plan, a He BackupJob.

Y10 cozy-default paboTaeT U3 Kopobku c sepcun 1.5.

Y70 Velero paboTaeT Ha ypoBHE NnatdopMbl, @ HE OTAENBHOIO CepBMCa.

YTto Velero ctan wraTHbIM KOMMOHEHTOM C Bepcumn 1.5, a B TEHAHTHOM Knactepe

BKJIIOYaeTcd nosneM spec.addons.velero.enabled.

YTo BackupStoragelLocation 3a0a€T, Kyoa cknagbiBaTb KOnuu, a

VolumeSnapshotlLocation — rge XpaHWUTb CHUMKW TOMOB.

Yero Konus «ToNbKo gaHHble» He bepéTt: HelmRelease, 06bekT CR, cekpeTbl
onepaTtopa.

YT0 I'IpVIfIO)KeHVIe-I'IpVIéMHVIK OOJIXHO CyleCcTBOBaTb O BOCCTAHOBJIEHUA.

YTO MHKpPEeMEeHTabHbIX KOnumn BUPTYyaJibHbIX MallNH HET — Ka>Xaas Konus

nonHaga.

YTO penanku n pesepBHble KOMUU peLuatoT pasHble 3agayn.

MoapobHee: MOHUTOPUHT + CePBUCHI KnacTepa
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https://cozystack.io/docs/v1.6/operations/services/monitoring/
https://cozystack.io/docs/v1.6/operations/services/

7. Kak aTo BoOOLLEe paboTaeT

>Kenaemoe cocTtosHue, onepatopbl 1 GitOps — 4eTbipe naeun, Ha KOTOPbIX OEPXMUTCH BCE

OCTaJlbHOeE.

MocneaHWit ypoK — Npo naeu, a He Npo KOMMoHeHTbl. OHK nexaT B OCHOBaHUM BCEro, O
4éM LLNa peYb paHbLle, U BOMPOCHI MO HUM GOPMYINPYIOTCH MPOCTO: KMOYeMy 3TO
paboTaeT UMEHHO TaK».

Bbl onucbiBaeTe pe3ynbTaT, a He AelCTBUS

MPWBbIYHBIN MOAX0A, K aAMUHUCTPUPOBAHUIO — MOC/eA0BaTe/IbHOCTb LLAroB: NocTasb,
HaCTpOM, 3anycTu, NPoBepb. 34eChb NHaYe: Bbl ONUCbIBaeTe, KaK A0JIKHO 6bITb —

Xenaemoe coctosiHue, desired state, a cuctema cama peluaer, YToO 419 3TOro caenatb.

PasHuua npossnseTcs, korga 4To-To noMaetcd. CKpUnT, oTpaboTaBLUUIA BYepa, CerogHs
HEe MOMOXET: OH yXe BbINOJIHEH. A OnMCaHKe XenaeMoro COCTOAHUS OeiCTBYeT

NOCTOSAHHO — eCNU PeanbHOCTb OT HEro OTKMNOHUNACh, €€ BEPHYT 06paTHO.

1. MpounTaTb, Kak AOMKHO ObITb

4. MNoBTOpATL BCerna 2. MocmoTpeTh, Kak ecTb

3. YcTpaHnTb pasHuuy

STOT UMKN KPYTUTCA HENPEPbLIBHO — U B KOHTponnepax Kubernetes, n B onepatopax nnatpopmbl.

OTcloga camoneyeHue: yﬂ,aﬂéHHaﬂ Konmg rmpmnnoxXxeHmnyd so3BpallaeTcd He NoToOMYy, 4YTO

KTO-TO 3aMeTun rnponaxy, a notTomMy, 4Y1o peasjibHOCTb pa3oLwiacCb C OnNMCaHMeEM.

N3 yero coctont maHudect

OnuncaHue XenaemMoro cocTosaHus XMBET B danne YAML, KoTopblIl Ha3blBalOT
MaHudecToM. Kakoil Obl 06beKT Bbl HX ONUCBIBANN — TEHaHT, 6a3y, BUPTYasbHYIO
MallnHYy, — BEPXHEYPOBHEBbIX MONen Bcerga Yetbipe, N NyTaTtb X HA 9K3aMeHe He CTOUT.
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Mone YTO B HEM

apiVersion K Kakoi Bepcumn APl oTHocuTCcs Tun, HanpuMep apps.cozystack.io/vlalphal
kind caM Tun: Tenant, Bucket, VMInstance

metadata NacrnopTHble AaHHble: UM, MPOCTPAHCTBO MMEH, METKN, aHHOTaLUMn

spec )KenaemMoe COCTOsIHMe — BCE, YeM 0ObekT A0MKEeH CTaTb

MaToe none, status, Bbl He NULLIETE HUKOTAA: €ro 3ano/iHAeT KOHTPONIEP, U B HEM
HanucaHo, Kak gena o6¢cToaT Ha caMoM fgene. OTcroga NPoCcToe NPaBUIIo YTEHMS NO6Oro
o6bekTa: spec — 3TO Bawle TpeboBaHue, status — OoTBET N1aTOpPMbl Ha Hero. Likn

CBEpPKU Bbile — 3TO N €CTb HEMpepbiIBHOE CBEAEeHNE OOHOIo K pyromy.

apiVersion: apps.cozystack.io/vlalphal
kind: Bucket
metadata:

name: images # Kak 0ObEeKT 30BYyT
namespace: tenant-lab # rge oH uBért

spec: # KakuM OH [OJIXEH CTarTb
replicas: 2

HoBble Tunbl 06bLEKTOB U ornepaTopbl

kubectl get tenants paboTtaeT, xoTa B camoM Kubernetes HMKakKux TEHaHTOB HeT.
PaboTtaet notomy, uto Cozystack pacwupsier APl Kubernetes, n APl-cepBepy Tun

Tenant M3BEeCTEH.
Pacwwupstiot APl oBymMs pa3HbiMu cnocobamMu, 1 3K3aMeH pasnnyaeT ux.

OnpepeneHue ceoero Tuna — CRD (custom resource definition). Bbl pernctpupyete
HOBbIV TUM, U Aanblle ero 06bEKTbl XPaHUT N O0TOAET 06bIYHbIN APl-cepBep BMecTe co
BCTPOEHHbIMU. Tak B NnatpopMe yCTPOEHbI, HarNpuMep, Pe3epBHble KOMun

(backups.cozystack.io) u wno3bl (gateway.cozystack.io).

ArpernpoBaHHbIii API-cepBep. OTaenbHas nporpaMmma 6epéTt Ha cebs Lenyto rpynny
API, a ocHoBHoM API-cepBep nepeagpecyet e 3anpockl. B Cozystack ato cozystack-

api B NPOCTpaHCTBE UMEH cozy-system, U UMEHHO OH OTBEYaET 3@ CaMble 3aMETHbIe
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rpynnbl — apps.cozystack.io (TeHaHTbl, 6akeTbl, 6a3bl, KnacTepbl), core.cozystack.io,
sdn.cozystack.io. CRD ¢ nmeHem tenants.apps.cozystack.io B Knactepe Bbl He

Halggérte: aTOT TUM He 3apPerncTPMpPoBaH, OH OTAAETCA arperMpoBaHHbIM CEPBEPOM.

KTo 3a KaKylo rpynmny oTBe4yaeT, BUAHO 04HON KOMaHO0M — B KOJIoHKe SERVICE nubo
afipec nporpamMmbl, Tnbo croBo Local, o3HavatoLLee «obbl4HbI APl-cepBep, Tun ns
CRD»:

kubectl get apiservices | grep cozystack

Ho Tun cam no cebe HMYEro He genaer: 370 3anucCb, KOTOPYIO KNacTep COrnaceH XpaHuTb.
Pa6oTy BbinosHgeT onepaTop (operator) — nporpamma, KoTopas ceguT 3a o6bekTaMun

CBO€ero tmna m npnBognT MMUpP B COOTBETCTBUE.

OTcloa NpakTUYeCKNn BbIBOA: €CNN 06beKT CO34aH, a HUYEro He NPOM30LLN0, BOMNPOC He

K 06bekTy, a K onepaTtopy. OH nnbo He 3anyuleH, NM6o He CMOT.

GitOps

Pa3 cocTosiHMEe ONMUCbIBAETCS TEKCTOM, TEKCT MOXHO XPaHUTb B CUCTEME KOHTPONA
Bepcui. Torpga Git cTaHOBUTCA €QUHCTBEHHbIM UCTOYHUKOM UCTUHbI, @ crneuuanbHas

nporpamMma crneguT, YTobbl Knactep eMy COOTBETCTBOBaI.

Mnatdopma ncnonbsyet FluxCD v npuMeHsieT 3TOT Noaxod K camon cebe: eé
KOMIMOHEHTbI ONMCaHbl 1 pa3BOpaYMBalOTCa TEM Xe CNOoCOoO60M, KakMM Bbl pasBopavnBanm

Obl CBOE NpunoXxeHue.

OpnHa oroBopka, YTobbl He ckasaTb fiMlHero. XXenaeMmoe cocTosHMe camor nnatdopmbl
3a0a€T He Baw peno3utopuin, a Platform Package — YAML-KOH)Urypauuns yCTaHOBKM;
yapTbl FIuxCD TaHeT 13 OCIl-pernctpu. AreHT BHYTPM KnacTtepa HenpepbIBHO MpUBoanUT
KnacTep K OnMcaHHOMY COCTOSIHMIO, MO3TOMY U3MEHEHMe, caeaHHOEe MMMO ONMUCaHKS,

XXWUBET HeJonro.

Y FluxCD pBa 06bekTa, KOTopble HY>XHO 3HaTb MO MMeHaM. HelmRepository — MCTOYHUK,
oTKyaa 6epyTca YapTbl. HelmRelease (KOPOTKOe UM4 hr) — 3asBieHNe «3TOT YapT TaKom-
TO BEPCUN C TakKUMU 3HAYEHMUAMM O0/1KEeH ObiTb YCTAHOB/IEH U OCTaBaTbCA

YyCTaHOB/IEHHbIMY.
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Kak BpeMeHHO OTK/1I0UUTb CBEPKY

HenpepbiBHas cBepka MellaeT POBHO B OAHOM Cllyyae: KOraa HY>KHO YTO-TO MOYUHUTD
pykamu. MNpaeky, caenaHHyto B 06X0f onmncaHns, KOHTPONeP OTKaTUT Yepes HECKObKO

CeKyH[, — OH [J19 9TOro 1 CyL,ecTByeT.

Ha Takon cny4ai y HelmRelease €CTb BbIK/toYaTesnb spec.suspend. lNepeBeaéHHbIN B
suspend penus3 KOHTPONNEP NepecTaéT CBepaTb: OH He NepeyCcTaHaBIMBAET YapT, He
OTKaTblBaeT USBMEHEHUA U BOO6LLI,e He Tporaet 006beKT. |_|pl/1 3TOM Harpys3kKa npoaojinKaeTrt
paboTaTb — Noabl He yOaNsaoTCs, MPUIOXKEHWE OTBEYAET, — a BallM PYYHble NpaBKu

COXPaHAOTCS 00 Tex Nnop, Noka CBEpPKY He BKKYaT ob6paTHO.

kubectl patch hr <uma> -n <npocTpaHcTBO> --type merge -p '{"spec":{"suspend":true}}'

O6paTHas onepauna — "suspend": false. B MOMeHT Bo3BpaTa KOHTpONep ceepseT
06bEKT 3aHOBO M BCE, YTO Bbl MOMNPaBUIN PyKaMuU MUMO OMNMUCaHWUS, OTKaTbIBaeTCs.
MoaToMy suspend — MHCTPYMEHT AMarHOCTUKM Ha BpeMs paccriefoBaHus, a He crnocob

XXWUTb C PYy4YHbIMU MpaBKaMn.

Helm

OOuH 06bekT — 3T0 0uH 06bekT. MNpunoxeHne — 3To 06bIYHO AECATOK: pa3BEpTbiBaHUE,

CepBuC, HAaCTPOIKM, CeKpeTbl, MpaBuna gocTyna.

Helm ynakoBbiBaeT Takon Habop B YapT — WabNoHbI NIOC 3HaYeHUS. MeHas 3HauYeHus,

Bbl NnoJsiy4daeTe pa3Hble YCTAaHOBKN U3 O,EI,HOI7I YNnakKoBKW.

B nnatpopme Helm — He pekoMeHpaLmMe, a Hecyllas KOHCTPYKLUSA: Kaxaas no3muus
KaTanora aTo 4apT, U 3aKa3 cepBuca pa3BopaymBaeT MMeHHo ero. Cama nnatpopma Toxe
ctaButcsa Helm-yaptomM — ogHomn KoMaHaon helm upgrade --install ¢ YapToOM cozy-

installer B NPOCTPAHCTBO UMEH cozy-system.

CknafgblBaeTcs Takas Lernoyka, U OHa CTOUT TOro, 4YTOObI €€ 3aNOMHUTb LEeNIMKOM:

06bekT - HelmRelease - 4apT - onepatop - paboTakwue nofbl

Bce, uto penaet nnatdopma, NpoxogmT No Hel. 3akazann 6asy — NPOLIOo MO HEN.

Cospganu TeHaHT — MPOLLIO No Hel. YcTaHoBUNach camMa nnatdopma — TOXe.
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CnoBapb Kubernetes, koTopbi CpocAT 34eCb Xe

OTOT pasnen ak3aMeHa onncaH Kak «cefibMasg TemMa nsoc 6asoBas TEPMUHONOTNA»,

MO3TOMY CeMb CJZ10OB CTOUT NMPOroBOPUTD. AHIMMNCKNEe Ha3BaHnsa — POBHO T€, YTO 6y,u,yT B

BOMPOCaXx.

O6beKT

Namespace

Pod

Deployment

ReplicaSet

Service

PvC

Secret

YTO 3TO N 3a4em

MMEHOBAHHOE MPOCTPAHCTBO, FPYNMUPYET PECYPChI; Y KaXA0ro TeHaHTa CBOé

HanMeHbllad eanHnua Harpyskm — ognH KOHTeﬁHep N1 HeCKOJ1bKO BMeCTe

OMMCbIBAET XenaemMoe: Kakomn o6pa3, CKOJ1bKO perink, Kak 0B6HOBNATb

€ro UCMOJTHUTENb: AEePXUT HY>XXHOE YMC/Oo NOAOB; PYKaMu ero novtu He
TporatoT

CTabunbHOE MMS N afpec nepen MeHsaWMMcs HabopoM NoaoB

3a8Bka Ha MOCTOSIHHOE XPaHWU/MLLE, KOTOpPOoe MepexmBaeT nepesanyck noga

XPaHUT YyBCTBUTEJIbHOE: NMapOoJini, TOKEHbI, KJTKO4YN

Y Service Tpu Tvna: ClusterlP — agpec BMaeH TONbKO BHYTPU KiacTepa, 3TO TUM Mo

yMmonyaHuio; NodePort — oTkpbiBaeT NOpT Ha KaXXaoM y3re, roanTca ans npoob;

LoadBalancer — npocuT BHELWHMN agpec y nnaTdopMbl, Ha CBOEM Xenese ero JaeT

MetalLB 13 natoro ypoka.

M naTb KOMaHL, KOTOpble 3K3aMeH CrpalluvBaeT Mno HarnmcaHuio:

e kubectl get pods -A— BCe MofAbl BO BCEX MPOCTPAHCTBAX MMEH cpasy

e Kkubectl describe pod <uma> — nNogpoOHOCTW Nopa W, rMaBHoe, ero cobbiTus

e kubectl api-resources — Kakue TUMbl PECYPCOB KnacTep BOOOLLEe 3HaEeT, BK/OYas

nobaBneHHble NiaTPopmon

e kubectl apply -f manifest.yaml --dry-run=server — OTAaTb MaHUPECT Ha

NPOBEPKY CepBepy, HNYEro He CoxXpaHsas

e helm upgrade --install — MOEMMNOTEHTHO: MOCTaBUT, €CNN Penn3a HeT, 0BHOBUT,

eCnn eCTb
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YTO cnpocaT Ha 3K3amMeHe

YTO onmncbiBaETCS XenaeMoe COCTOsIHME, a He Noc/ieoBaTe/lbHOCTb AENCTBUN.
YTO KOHTPONNIEp HEMPEPbIBHO CBEPSET XenaeMoe ¢ GakTUYeCKUM U yCTpaHaeT
pasHuULLy.

Y10 >Xenaemoe cocTosiHMe obbekTa NeXXUT B spec, pakTuyeckoe — B status, a

apiVersion, kind 1 metadata oTBeyvatoT 3a Bepcuio API, Tmn n nms.
Yto CRD pobaBnget Tmn, a paboTy BbIMOMHAET onepaTop.

YT1o kubectl get tenants pabotaeT notomy, 4to Cozystack pacwupset API
Kubernetes: Tun Tenant oTOaéT arperMpoBaHHbIii cepBep cozystack-api, a He
CRD.

YTto suspend y HelmRelease ocTaHaBnMBaeT CBEpPKY, HO He yOangaeT Harpysky:
noabl NPOA0KAT paboTaTh, Py4YHble NPaBKN COXPaHAKTCS A0 BO3BpaTa
CBEPKM.

Y710 nnatdopma npumeHsaeT GitOps k camoit cebe yepes FluxCD.

Y70 XXenaemoe cocTosHue nnatdopmbl 3agaét Platform Package, a yaptbl
FluxCD 6epét n3 OCl-perucrpu.

[Ba o6bekTa FluxCD: HelmRepository — MCTOYHUK YapTOB, HelmRelease —

3aaBfieHMe 06 yCTaHOB/IEHHOM YapTe.

YTo YyapT — eamHMLA YNaKOBKU, N KaXkgast MO3ULLMS KaTanora aTo YapT.
YT1o cam Cozystack ctaButca Helm-4yapTtom cozy-installer.
Llenouky: 06bekT - HelmRelease - yapT - onepatop -> nogpbl.

YT1o Takoe Namespace, Pod, Deployment, ReplicaSet, Service, PVC n Secret —

no ogHon dpase Ha Kaxxabli.
Tpu Tnna Service: ClusterlP, NodePort, LoadBalancer.

KomaHpgpbl: kubectl get pods -A, kubectl describe pod gns cobbiTui, kubectl

api-resources, --dry-run=server, helm upgrade --install.

MoppobHee: 0630p nnatdopmbl - KoHLenumn FluxCD
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https://cozystack.io/docs/v1.6/
https://fluxcd.io/flux/concepts/

8. lUnapranka

OpHa CTpaHMUa Ha BeCb 3K3aMEH: KTO 3a 4YTO OTBEYaeT, YeM ero nogMeHA0T B BapnaHTax

OTBETa N KaK roTOBUTbCA MO AHAM.

MocnepgHsa cTpaHuua Neped aksaMeHoM. YnTaTbh €€ BMeCTo YPOKOB 6ecrnonesHo — oHa
He 0ObsICHSIET, @ HAaNOMMHaeT. A BOT I'Ip06e)KaTb rnasaMm 3a nosidaca o nonbITKN —

camMoe TO.

KTOo 3a uTO OTBEeuaer

TpeTbsl KOIOHKa Ba)KHEe NepBbIX ABYX: 9K3aMEH CTPOUT HEBEPHbIe BapnaHTbl OTBETa Ha

nogmMeHax, n No4YTn BCe OHN — N3 3TOro Crnumcka.

3apava

OnepaumoHHas cuctemMa y3snoB

BupTyanbHble MallWHbI

Control plane TeHaHTCKKNX
Knactepos

[InckoBoe xpaHunuuie

O6bekTHOE XpaHWUIMLLE

CeTb NoaoB, NOAUTUKMN

Cetn TeHaHTOB, VPC

BHewHne agpeca

MeTpukn

KypHanbl

Mpadukun

KoMMoOHeHT

Talos Linux

KubeVirt

Kamaji

LINSTOR / DRBD

SeaweedFS

Cilium

Kube-OVN

MetalLB

VictoriaMetrics

VictoriaLogs

Grafana
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Yem nogMeHSI0T B
BapuaHTax

Ubuntu, CoreQOS

Proxmox, oVirt

Cluster APl cam no cebe

Ceph, Longhorn

MinIO, Ceph RGW

Calico, Flannel

Cilium, Calico

06naYyHbIN BanaHCUPOBLLUK

Prometheus

Loki, Elasticsearch

Kibana



3apava

OnoBelleHns

JocTaBka KoHbUrypaumm

Bxon,

3anuncu DNS Hapyxy

CeptudukaTtbl

KoMnoHeHT

VMAlert -
Alerta

FluxCD

Keycloak

ExternalDNS

cert-manager

Yem nogmMmeHsI10T B
BapuaHTax

Alertmanager

ArgoCD

Dex

CoreDNS

ExternalDNS

>KUpHbIM — OBe caMble YacTbie NoByWKN. Prometheus n Loki B nnatdopme HET BOBCe.

Yucna, koTopble cripaluMBaloT

YT10

MWHUMYM y310B

Ha ysen

[nckn Ha ysen

3ajepXka Mexay ysnamm

CeTb

cpuAllocationRatio

[JNvHa UMeHN NPOCTPaHCTBA UMEH

3HauyeHue

8 apep, 24 I'b namMaTn

50TB + 256 Tb

MeHbLe 10 Mc

OoOuH cerMeHT L2

10 no ymon4yaHuto

[o 63 cMmBOIOB
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MmeHa, KoTopble Hago 3HaTb JOC/TIOBHO

BapuaHTbl yCTaHOBKMU: isp-full, isp-full-generic, isp-hosted, default. CTapble
MMeHa paas-full n distro-full 3aMeHeHbl B Bepcun 1.5 — B BapmaHTax oTBeTa 31O

NoByLlKa.
MepekntovaTenu TeHaHTa: etcd, monitoring, ingress, seaweedfs.

MeTku goctyna: policy.cozystack.io/allow-to-apiserver,

policy.cozystack.io/allow-to-etcd. 3HayeHne — cTpoka "true".

O6beKTbl pe3epBHbIX KONU: BackupClass, Plan, BackupJob, Backup, RestoreJob.

FoTOBbIN Knacc — cozy-default.

Fpynna API nnatdopmbi: apps.cozystack.io/vlalphal. EE oTOaéT arpernpoBaHHbIN
APIl-cepBep cozystack-api B cozy-system — He CRD. Otcioga u pabotaeT kubectl get

tenants.

Monga maHudecTa: apiVersion — Bepcua API, kind — T1n, metadata — UMSA 1 METKMU,

spec — )XeJlaeMoe COCTOsIHue, status — daKTU4eckoe, ero nuLLIeT KOHTPOSNEp.

Kyb6koHUr TeHaHTa cobupaetcs ns TokeHa, CA-ceptudukara n agpeca cepsepa:
nepBble ABa — U3 OJHOUMEHHOI0 CeKpeTa TeHaHTa, agpec — U3 KybkoHoura

agMUHUCTpaTopa.

suspend y HelmRelease — KoHTponnep nepecTtaér cBepsATb; NOAbI NPOA0/KAOT

paboTaTb, PyYHble NMpaBKK COXPaHAOTCS [0 BO3BpaTa CBEPKMU.

Llenoyku

Cnon: Talos - Kubernetes - Cozystack

3aka3: obbekT - HelmRelease - 4yapT - onepatop - nofbl
MeTpuka: nog - vmagent - VictoriaMetrics - Grafana
XypHan: nog - fluent-bit - Victorialogs - Grafana
OnoseweHune: VMAlert - Alerta - nodta u MecceHOxepbl

NMs namespace: tenant- + uenoyka npepkos 6e3 KopHa
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YTO0 ecTb, a uero Het

EcTb: XVBasg MUrpaLns MalnH, CHUMKU COCTOSHUS, NPoBbpocC BMOEOKAPT, Pe3epBHble

KOnmwm rno pacnmcaHuto, otaesibHble CETU TeHaHTOB.

HeT: aBTOMaTM4eckom 6anaHCUPOBKM Mexay y3namu, Kak y DRS. MHKpeMeHTasnbHbIX
KOMWN BUPTYarsbHbIX MalnH. BO3MOXHOCTU OTK/IIOUYNTb U30NSALMIO TEHAHTOB.
ABTONEepe3sanycKka BUPTyaJibHOM MalLUMHbI Ha A pYroMm y3se nocjie orkasa — /19 3T0ro

HY>X€eH (GEHCUHI, KOTOPOro B MOCTaBKe HeT.

N3ameHunocsb B 1.5: aBToMaTM3MpoBaHa NOAroToBKa y3a0B o npobpoc BuaeoKapT —

pa3MeTka y3M0B U CMUCOK paspelléHHbIX ycTponcTe. Cam npobpoc 6bin 1 paHbLLe.

MnaH noaroTroBKu Ha NATb AHEeN

OeHb Yto penatb

1 YpoK 7 — OH Npo MAEN, Ha KOTOPbIX AepXunTcs BCE. [NoToM ypok 1

2 YpOK 2 — caMbliii NNOTHbINA. PasobpaTb NPONyLLEHHOE N3 NEPBOro AHS

3 Ypokn 3 un 4

4 Ypokn 51 6

5 MpobHble BOMPOChHI HECKONbKO pas, Aobop no cnabbiM TemMaM, aTa WNapranka

Ecnu natn gHel HeT — YnTalTe noapsa, 3a Bevep, NPoroHanTe npobHble BONPOCHI 40 TeX

nop, Noka He nepecTtaHeTe ownbaTbCce, U UOUTE cOaBaTb.

Kak ycTpoeH 3K3amMeH

60 BonpocoB, 90 MUHYT. Ha aHrMMINCKOM — ecnn OH BaM He POAHON, nonpocuTte
pononHutenbHble 30 MUHYT 3apaHee. YacTb BONPOCOB C HECKONbKMMW BEPHbIMM
OTBETaMU, M OHM 3aCUUTbHIBAKOTCH TOMbKO LIeNIMKOM. Pe3ynbTaT — coan unmn HeT, ¢ obwmm

6annoM 1 oLLeHKOM Nno TeMaM. [1Be NonbITKWU, MexXay HUMU Heaens.

MpoxoaHon 6ann He nybnunkyeTca. FOTOBbTECh 3HATb MaTepunarn, a He nonaaaTtb B YMCHO.
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